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Abstract

Our system helps to perform encryption and electronic

fingerprinting of files and generate passwords with Node]S.

In this paper, we present a solution that provides privacy,

confidentiality, integrity, authentication and non-repudiation.

The main objective of our research is to provide a secure system
for encryption and decryption by modern and traditional methods and

electronic fingerprinting of files.
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key words

Encryption, electronic fingerprint, security system, key generation,

digital signature, modern encryption, traditional encryption, distribution

of encryption keys.
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https://ar.wikipedia.org/wiki/%D8%B9%D8%AF%D8%AF_%D8%A3%D9%88%D9%84%D9%8A
https://ar.wikipedia.org/wiki/%D8%A3%D8%B3%D9%83%D9%8A
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‘RSA piiiJis  2.4.2.2.4.3
t zbliell Algn

=13 5 p =11 ouilise CponS G sde (ll cpase ladl -
N=p * q=11*13=143  :N sy

®(n) = (p-1) * (q-1)=10 * 12 =120 :® b -2
dua e LA -3

. 1<e=7<®(N)=120 ,PGCD(e,®(N))= PGCD(7,120) =1 <>e=7
.e*dmod ®(N) =1 (1<d<®P(N)): cu~od s -4

e*dmod ®N)=1«7*d=1mod 120 < d=103
7103 =1 mod 120 —721=120*6+1

(N,e)=(143,7) : alal) ¢ ikall 13)

(N,d)=(143,103): Lalil) 7 il
C=M° mod N = M'® mod 143 Jla,ll 5l o
M=C? mod N=C’  mod143 g ELI VTR JEI R

C il Adlu )il 3 M Llay) alla )l Euay
: (Hash)dgaal 3-4-2
il slaall Cpal Jlaall 8 8l s 85 S andiud Al aual sall (e o8 (Hash) 45 a3l

(Hash) il cailla g iy o3 1-3-4-2
Pyl Jshag b Capay il "l Alslas az(Hash) sjall Cisllay—1

o s Gl e aodiudg dagall el bay sas) o (Hash) il Caillay -2

Brad il Al e §Hlie(message digest) Ayl Laadls (o - c¥sSgig 50l

¢(10 «07¢ 2022) « File Haching « NCCIC *°
https://www.cisa.gov/uscert/sites/default/files/FactSheets/NCCIC%20ICS_Factsheet_File_Hashing_S508C.pdf
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https://ar.wikipedia.org/wiki/%D8%B9%D8%AF%D8%AF_%D8%A3%D9%88%D9%84%D9%8A
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Hash a3l duiy Jdaxd (oS miagy Ul Laladdl)

messega 4l i

X1 X2 X3 X4 X

Hash

message digest (aile Allu

Aijadl) Aidigl eyl Gilajially Al dsle 1 32 JSa)

293 « 2010« springer <382« understanding cryptography ¢ jan peelzl /christof paar 16
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Input <Al

2413BEOB3E65AF83913DOCFA2E3A4EBA | pladl
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Gl g8 13 alilal) gl
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388 1 o) gAY g laual) ) gaal
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agde A O g ) cdglaal atag
) (i el B g ¢ ran
o3 Ay () a0 e
cCpabinall 3681 3 a0 Adual)
Al cagln Lad agarliy

7559CF29815005D5D20B8B600BE349D7 | Hash |

4 3anl) il g & gl Aseasi ) oAl g cdAal ¢ 33 JSl
(Hash Functions)aijaall Cailagl oY) cildlie 2-3-4-2
el (S5 i LgSObal ) A8 el cailds g it 4y 3K je (ailiad SO0

X x1 x2=?

-

H(x)

uSal) o glia

&
b

Hix1\=H(x?)
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https://www.marefa.org/w/index.php?title=%D9%85%D9%82%D8%A7%D9%88%D9%85%D8%A9_%D8%A7%D9%84%D8%AA%D8%B5%D8%A7%D8%AF%D9%85&action=edit&redlink=1
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: Preimage resistance ; o<l i
OsS Cuma M Al ) il (e G50 ) g D d35al) Al (s

AasSall pe gl elaiV) 5amg clall o faudl 13 Lasy. h = Hash(m)

U“S’j‘ ej;@.] E\..AA)M ujS'.'\ daall ah@l Pt ‘éﬂ\ <y iall

: Second-preimage resistance, JU oSal i o

Cua X2 A1 A3 3ai o ol e 055 o ome X1 U2 2m G

. Hash(x1)=Hash(x2) < duay X1 # X2

Ziall o3g) i ) Iy Checall uSell doglian Lualdll oda ) Ulal plbsy
Second-preimage. SGll (uSall asagd duajee 50

. Collision resistance. ~taill isjie o
Gy X2 o xI goibide il ol el e 0 o) e
Hash(x1)=Hash(x2) : s

Lualdl) o2 ) Ulal L& . Collision Hash dijall aslal 1368 z9) Ao Galha

Vg, p&al) daglaal usthaall Johall Chra JBY) Ao &ijaill dad Joha 06$ o)) g
17" Birthday attack. cilesbaill aa gicd

D Al (aillay gailad 3-3-4-2
e 6l ge X Jile)ll e hash(x) Gk (a1

Ll Jglay Z 28520 dad it hash(X)cwlil) = hay) Jeha .2
L Glual) dlgw hash(x)selsl) .3

X cDlade @l Ao il diaiusdd) (e ¢ Z (pre zraal dually Preimage daslae .4
el dulaf hash(x) &l « hash(x)= z ;s Cusy

(16 ¢ 7 <2022) ¢ &y ,i s Al ¢ marefa Y
https://www.marefa.org/%D8%AF%D8%A7%D9%84%D8%A9_%D9%87%D8%A7%D8%B4_%D8%AA%D8%B4%D
9%81%D9%8A%D8%B1%D9%8A%D8%A9/simplified#%D8%A7%D9%84%D8%AE%D8%B5%D8%A7%D8%A6%D8
%B5
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@xall e ged ¢ hash(x]) Jalby ¢ X1 cal€ 13 46l §pall J8 L daglaa .5

hash(x1)=hash(x2) cuas x2 sl alay) Giles

O Guma X1 = X2zl @l e sl Glua Gaadll 5 e alabhial daglie .6
. hash(x1)=hash(x2)

D Bysgdall Al Jlgo d  4-3-4-2
plaall 138 8 La)Sh L Y Gunalall (paiadl PIa Jlsall 238 (0 i€ 20 ¢k

.(MD5,SHA1,SHA256,SHAS12 ...) a5 leasl oy

: MD5 1-4-3-4-2
MD5 < 243411
Adlsde Jola Audu (g0 iy 128 Ak Laid oLty lgwlatind (K uadi d55a3 dae) s A
Gl e Laxdies I Y @l V) ¢ MD5 s laaaas & ol axe cVls 3sa (e a2l e
P i) Al (e gamall il (s MDS aladiad iy . auly
Lt a1 1991 & (Ronald Rivest) cuud) allis) H5€a) Lol lgasas U8 (5o layshss
512 bit dejs IS 2k sae DA ais
MD5 u=ilas  2.4.3.4.1.2

LAl AL g denl) dlga— 1

Teady et Lo osay i G i Lege J3ae 9 W e 362

ALY Al ) hash J15al) ded (e g 5ol Allaiul(Fingerprint).

(b S MD5 4idec Lbis 243413

- A4l “laAal
- L MDs = T
N bit 128bit

64-41 <2008 « st Edition1 <Syngress ¢« Next Generation SSH2 Implementation « Dale Liu **
https://www.sciencedirect.com/topics/computer-science/message-digest-algorithm-5
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MD5 _psidill 4aa j )l 53 Olénki  2.4.3.4.1.4

(Data Integrity): ikl daa e aSEl -1

Jepall Lga i) ¢ (Digital Signature): &)l adgill ale =2

(Authentication) ) sl 4d< -3

: SHA(Secure Hash Algorithm) 2-4-3-4-2

o Adbiae o) Laglsally uleall bl agadd) 5da .25aY) &) daeylsa 3 SHA
: lgie panall S .SHA

SHA1 243421

: SHAL iy s

Mgy Ji e Aedied) Gl Aglie foalue V) 1Sloa) Al Ladle SHA-T miy
iyl ama Dlia)lsd avanai (B Laglgi€ill (i gdilule 3¢aa (e (Ronald Rivest)cu)]
P (2 128 Ulae < 160) ST 45585 40 Algy 4815 « MDS 5 MD4 5 MD2

: SHAT dilac Llis

(b S MD5 didec Lhis 243422

EAN ~m ,.lA I3
)y E P SHA1 Gla Al
N bit 160 bit

:SHA256 2.4.3.4.2.3
Secure dwlsa ) SHA ey ¢us ¢ SHA 2 @il jlsd dile o e 8 SHA 256

SHA atlal i .ol NIST 5 NSA o Kide lea iS5« 2001 ale 3 i Hash

.(attacks—force) ladlal) 5ol Claas a2 chan L@ @ culS Al ]

LSy g (e (16 ¢ 7 <2022) « sha-1 *°
https://en.wikipedia.org/wiki/SHA-1#Development
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https://ar.wikipedia.org/wiki/%D8%B9%D9%84%D9%85_%D8%A7%D9%84%D8%AA%D9%88%D9%82%D9%8A%D8%B9_%D8%A7%D9%84%D8%B1%D9%82%D9%85%D9%8A
https://ar.wikipedia.org/wiki/%D9%83%D9%84%D9%85%D8%A9_%D8%A7%D9%84%D9%85%D8%B1%D9%88%D8%B1
https://ar.wikipedia.org/wiki/%D9%83%D9%84%D9%85%D8%A9_%D8%A7%D9%84%D9%85%D8%B1%D9%88%D8%B1
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¢ @l paill pas e Sl (i (ol ¢ Slel) A3l (adle dad a3 256 dasal Ji

) E WA
N bit

201,256 Ll L5l dad &S

(b LS SHA256 4o Lbhie 2.4.34.2.4

Gla Al
256 bit

SHA-256

JSHA512 2.4.34.2.5

sy Ll SHA-256 (et lly SHA-2 et 2521l Gl sd (ga desana (o i )

) E WA
N bit

*la35aall (psSadl blockehain i aaiicd

(b S SHA512 4dec Lhie 2.4.3.4.2.6

Sl A
512 bit

SHA-512

(16 « 7 <2022) « simplilearn ¢« Karin Kelley 2

Introduction To Cyber Security | Cyber Security Training For Beginners | CyberSecurity | Simplilearn[ s:x8 k]«
https://www.youtube.com/watch?v=z5nc9MDbvkw&t=65s
«(16 « 7 <2022) « Cryptography: Explaining SHA-512 « (21 < 06 « 2019) « Zaid Khaishagi **

https://medium.com/@zaid960928/cryptography-explaining-sha-512-ad896365a0c1
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: HTML § Gaucil) 43 1-2-3
ey dad aany Ll (i 1385 (Hypertext Markup Language 3) dlexl jLaid) sa >
cweb cugll cladial jaag dal Hoas
olall g >
.( Pages Structure ) qugll Cilada 2ol add%iud >

"html' sla) W HTML @l >

HTML

HTMLS Jlad:3 3 5a

: CSS Cljpas gups  2-2-3

. Cascading Style Sheets i >

Asdeall b 5asagal) jealial) arecal aest dal e >

CHTML ) dsdia e ik Chay »

".css' aawl W CSS ik »

WYy Lmoad) aansy Ghalsglly sy Jashall wigs >

: CSSYl 4al cfjean 3-2-3

aly Cile b gBgall sy oSl >
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: JavaScript daapll dad 4-2-3
Netscape € 44 g ysh, 1995 diw 4 Jgl Jlaa) 5 >
) 8 lesas il ST e e >
- el dge >
. web cugll Gladaia 8o >
. Glaidl Baaxia >
cdagll LS daayll ae s >
S WS Alawl W JavaSceript il >

LRI jghatl) RS 33

¢Node.js J| ala 1-3-3

NODE

Nodels_\»s @ 4 5 5w

JavaScript & asal) cals 48y Jis) J<dug cugl) cilidai oLASY 4585 a4 _

il 5 slaall Chrome V8 @iaa o e a3 Calad Gl 135 a4l Cag peall am
& «Non-blocking » Asdai¥l lede Gl 3 0/1 Slapially cdlaadl Jlals Jlii
PHP leul) e (a1 clalll Leagin 1)) « Blocking » JI T Jilae

coxadll dagide pald Ay A

L Sl

-

- -

cdaay ddd ey

-
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aaly iy b saaie Gl aa Jalall e 53alls JA dallen cigy yuai —

.(macOS s Windows 5 Unix / Linux) dawluY) aaiy) e 2l e Jiidug -

V8 daa o La

Google Chrome asyw iyl (e sk &3 (53 V8w ySis llall s Nodejs  Jasiiew
S Hokie L o salaiel Jumdy ellyg Cadly ¢ yul (S8 JavaScript el awatl dasena’ i
psth Al (Just In Time Compilation) I JIT Compilation i compilation J) dulac
Lo oe€e danl) ey U8 Gy aliyall (Exécution) b oLl A1) Lgagis 28T ) zalipal) Jusay
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ol Geliall el b Caliiall udly Galiiadl zasad aladtiuls, gadle iy Jie 37 JSA
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.l S

tNode.js alais of oSar W L 2-3-3
c Sl dadia (g5t ol Node.js 1 ;Sa
gDl Lgdda g LgnliSy Lgisl B Lgatdy aaldll e cililall o) Node.js J (Say

2l alal) bl sacls Lo bl Joass ol Cada sl i) Node.js 3 oS

¢Node.js cila & La 3-3-3

A Glaal e adeh S slge e Node.js cilile it

Al e Mie ) dgeasl) Jolan add g8 adsad Gis

il Gl s o i alall e Node.js ciléle ey cany

2s." dlxal Lt Node.js cilale

:NodeJs axiiuy ¢ 4-3-3

Al gl a8lea rran e /1.9 dauley Node.js aladiu) s W3Techs adga cuwa
: 5 e e oo - s pi O TCCNS 229e

e palall Cugll aala e

:NodeJS axiiui i) duwil) GASE) 5-3-3

LinkedIn .1

https://www.w3schools.com/nodejs/nodejs_intro.asp (10 ¢« 07 < 2022)<What is Node.js « w3schools 2
Gl g el A 23

https://w3techs.com/technologies/details/ws- ¢(10 ¢ 07 « 2022) « Usage statistics of Node.js « w3techs 2
nodejs
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Netflix .2
Uber .3
Trello .4
PayPal .5
NASA .6
eBay .7
Medium .8
Groupon .9
Walmart .10

Mozilla .11

:Node.js aladiu) ailgh 6-3-3
alall g @
Gl (e, gl Gt b Aualally dulaY) dgalsl) 8 adiiy e
L skl cilaliia) (6331 Gl Gan plas dlle iy (93Y)
~blall aclgd elly b
c ol 28 & Jgag gy @
: Node.js 4y slae) 7-3-3

t Laag el ) dslas <ol Node.js 4y dlac) Jal o

.npm 4 Node.js cui e
. u.a‘ya.d\ P [ J

fnpm y Node.js cuin 4 1-7-3-3
&) doall aas e wlu) cudnll Cale abisy (Node.js cudil shae danph Juds sy JSI

P adsall 8 JalSH ) ng g A el dalal) BL Ll Windows  cuin e Jba
54


https://kinsta.com/fr/blog/comment-installer-node-js/#comment-installer-nodejs-et-npm

dandiial) claadll;  SEN Jazdl)

macOS : alai & Cuds
Linux : aUas LT

Ubuntu : el_is_a s Caly

: Windows ol e anain 48

p Clghall Al

: Windows Installer J.j5 >
t o)l digall e (Windows Installer.msi) cale Ly ) = Gas

Ll B8 Gkl (e degens e ggisy  Windows Installer (.msi)

oAl @l cal npm s e Laad (g, sa¥ls sl laay) cudl

e
LA

-

duw e el palall dudall JUsy e 2l mosall o) das ¢ oyl xie
S By ¢ ey 64 el diy o8 ¢y 64 Qi plai aasies <€ 13 ¢ JUal
D JSAl B mage o WSy 32 Hlaal) daii sl ¢ cu 32 Hlaal) aadius

Downloads

Download the Node.js source code or a pre-built installer for your platform, and start developing today.

LTS Current
Latest Features

Recommended For Most Users

Windows Installer macOS Installer Source Code

ndows Installer (.msi) 32-bit
ndows Binary (.zip) 32-bit
acOs Installer {.pkg) 64-bit / ARMG4

33¢8¢

acOS Binary (.tar.gz) 64-bit
inux Binaries (x64) 64-bit
Linux Binaries (ARM)

-

Source Code node-v16.15.0.tar.gz

Nodels J: il dgaly :5 3 5a

U o Aalsd) g o), cull Dlee Tan MSi Cale (iidip i e 1 il dules Ty

Cadl s calaalasl)

gore 2 & Gkl Al e ddlgall clie il msi Cald) (g8 oy al

b Jul e Sl ~ 'l accept the terms in License Agreement' Gl
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https://kinsta.com/fr/blog/comment-installer-node-js/#comment-installer-nodejs-sur-macos
https://kinsta.com/fr/blog/comment-installer-node-js/#comment-installer-nodejs-sous-linux
https://kinsta.com/fr/blog/comment-installer-node-js/#4-vrifier-linstallation-de-nodejs-sur-la-distribution-linux-ubuntu
https://nodejs.org/en/download/
https://nodejs.org/en/download/
https://nodejs.org/en/download/
https://nodejs.org/en/download/
https://nodejs.org/en/download/
https://nodejs.org/en/download/
https://nodejs.org/en/download/
https://nodejs.org/en/download/
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=y
End-User License Agreement m ‘d g

Please read the following license agreement carefully

)

Node.js is licensed for use as follows: ~
Copyright Node.js contributors. All rights reserved.

Permission is hereby granted, free of charge, to any person obtaining

a copy of this software and associated documentation files (the
"Software"), to deal in the Software without restriction, including

without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to

permit persons to whom the Software is furnished to do so, subject v

[A11 accept the terms in the License Agreement
Print Back [ next ] Cancel
4Buny) S8 16 5 9
Dbesall it 0y @€ Y NodedS  apd ot mp oM jladl daa Glld aay
A e il e il

2P Node - _

Destination Folder

Choose a custom location or dick Next to install. n ‘ng c

Install Node.js to:

C:Program Files\nodejs),

Back Cancel

Gl jlesa 42231 7 B
Gl G wji i€ 13 daadad) GosSill cibla Al Lalal) ol el
aaad el ¢ elld e Yoy L G ) e Lals ¢ ducalsY) Node.js iy

t G Bsh il U8 sl Clighd (e el daldl) jalial
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A -
Custom Setup . d
Select the way you want features to be installed. “j\ e

us
=

Click the icons in the tree below to change the way features will be installed.

Node.js runtime Install the core Node.js runtime
npm package manager (node.exe).

Online documentation shortcuts |

Add to PATH ‘

This feature requires 54MB on your
hard drive. Ithas 1of 1
subfeatures selected. The
subfeatures require 12KB on your
hard drive.

Browse...

Reset Disk Usage Back Cancel
duaaial) cp sl & LA 18 B a
o ige e 18] Al dahaaill culassll culgal il cilyba Node.js laia
e Anliall TN b il ¢ ebDlcain pasil SLEAY) maje (38 L
P ealydy) alacy)
B/

Tools for Native Modules . d
Optionally install the tools necessary to compile native modules. ‘G\J e

Some npm modules need to be compiled from C/C++ when installing. If you want to be able
to install such modules, some tools (Python and Visual Studio Build Tools) need to be
installed.

O Automatically install the necessary tools. Note that this will also install Chocolatey. The
script will pop-up in a new window after the installation completes.

Alternatively, follow the instructions at https: //:
to install the dependendes yourself.

Back Cancel
ddbtall cas o) &l gal 19 B pua

cufill dilee ead cudnll 4y & al 0 Windows e Node.js <o Jads »
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=
Ready to install Node.js ﬂ .d c

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back O install Cancel
Nodels <l b s)adl 110 3,9

"l 3l (ash ) e Al el ey 383 ol ol (A cuinl) g Ciga
caditl) sl @Dley

Completed the Node.js Setup Wizard

Click the Finish button to exit the Setup Wizard.

Node.js has been successfully installed.

Nodels <uulli 4ilgs 111 3 5
e XU ) dalas el ¥, cagl NodedS  cudin dlee @ i (e (3883 >
'emd’ Sleall o als¥) dnge mit Gob oo iy, Y o) 2laty cudl) 5 Al
b A Y A,

Node --version

58



Rardioaall gl AN Jaadl

Inwite de commandes

rsion 18 .8 .19844 170
i . Tous droits

CihwUsershZRoutal:>»

Coil) Llae e (381l 112 B9

p oY) e Jaadiy 8« NPM lawa) (e el

[ npm --version }

WUsersh Routal»

npm Llaa) (e (38adl) 113 3,9
P oasall e 8-3-3
Visual Studio  Jbdll Jaw e 3alis , jagai ) jme W palall 2580 40 7 bas

:Code

: Visual Studio Code »

VS Code e dgalsi14 3,54
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L Y.} Ll}a:;lﬂ c:tln >

YV V. V V VY

: modules il cilasgl 9-3-3

oAbl Bl Al 1-9-3-3
Clasg aags, Node.js gubs ddauls dexdiudl JavaScript cloSa (e de gana &
(18 Lo g oY) iCa) L 05 dnae

: (Include Modules)ciassll cpacai  2-9-3-3

t 8ol al e «require  y» allall aladiil liSa

[ var a = require('ss 5l aul'); }

AUl JSAN A aals Ll HTTP sasg ) Jseasll Gudaill aasiad 2l

http =require(’htt
ar dt = require(’./module”);

http.createServer(functi

res.write(’! .5
res.end()
8 }).listen(gege);|

- HTTP asla (L) 4yl createServer
sl b le i O Al 3y Jan 200: res.writeHead(“...”)

A ugd)y e gsing QIS o Al gl , dnball e diall L W1 404
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https://code.visualstudio.com/
https://code.visualstudio.com/
https://www.w3schools.com/nodejs/ref_modules.asp

dandiial) claadll;  SEN Jazdl)

hitp <l Dl @ Req
. JlyAd hitp Llaad @ Res
http ZLlai) Gaill (e o Jlsy) : Res.write(“..." )
http dLlas) dlgs ¢ Res.end()
"8080" diwall a8y e JLai¥) Jsd c2d:  Listen(8080)

53:55 ;t*ill :3"£)'_:3'_:3
LGkl 8 Lealaly Basy oli) ey
t b

module.js cile 3 ledaing, Jall cglly syl ¢ Lol al Bang £lis)

sl Cile A Bagagall ailaddl I Jsasll dal) Jicexportsy dalS aasi

b Ml dlally gl N Jgeasll sansll (pans

J5 appjs ..
http = require('h
dt = require('./m

http.createServer(

res.writeHead(2@8, {'C
res.write (" Jlatl asglly

8  }).listen(3688);

. APP.js Cile i 8 Bagase MoOdUlE.]S sl ) ") i
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daadiall culdl);  SU Jaadll

dihy i 36 Jsill
Tasall 138 Ao adied Clasgll aaen

ald) (i 28 5 app.js <ile & 258l Laial

s ilala eals 4-9-3-3

il Slea e cililal Ui we Jaall Node,js il Ui saa 5 el mass

[ var a = require('fs'); J

s laldl) aUail 225l laladsiul)

/ Read files <olalall 45 3 \

Create files <lila oL

Update files <ulalall uaas

Delete files <ulilall Cada

Rename files <lilal) daus 3ale )

-
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dandiial) claadll;  SEN Jazdl)

(Node Package Manager) NPM 5l 33 aUas 10-3-3

: NPM s L 1-10-3-3
YT a5, Nodejs  daall &y & s3saall Glaapdl 5l aiall (aldll a5
.[https://www.npmjs.com adsall A& dalia aladiuly Joyill alaall aial)

NRmy

Node Packaged Modules

Total Packages: 28 301

Tm NPM REGISTRY

1839472 downloads in the last day
10 446 275 downloads in the last week
34 122 289 downloads in the last month

Patches welcomel
Any package can be installed by using npm install.

Add your programs to this index by using npm publish.

npm &dse 115 3 5a

: package ios o L 2-10-3-3
Jokhail) sasgll Lgaliag S lildl paea e Node.js LRSI RN
cegyia (B gl cliC JavaScript cilasa & daaaill cilasgl)

: Package 4. o 3-10-3-3

Maxi Al dajall BENPM e Gallaly el sl dgaly madl, Zalall Jgas dajall oyl
: (node /nom_du_package) Jall Jdidall & 4 S

[ npm install nom_package J

: package da)s cudii el 4-10-3-3

s ol Aajal) ANPM (e callly als) s dgaly i, Jgus Zajall i olaly
: (node /nom_du_package) Jall didall (e lada 2,

[ npm uninstall nom_package J
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https://www.npmjs.com/

Rardioaall gl AN Jaadl

: il yuladd JavaScript 4o 5-10-3-3
JavaScript & dndadll 436Yly daebial) il le)lsd (e Baliie degane o Ble
o Sl Ay diaia dgaly lgaly drper L) Bla¥lly cililadll Jmil alasnl,
) aBsall 138 Lelsa Cilaslaal
Dt e

[ npm install crypto-js

*j
)

[ var cryptolS= require('crypto-js');

: Express.js Juc ) 11-3-3

: Express sale 1-11-3-3

& adl Zgide gag NOde.jsdaie o diay  cugll clinkn ikl Jae Ul ga
S asall, hitp dlanls il 8 (gsinall dlle dadd ol W racy, 2010 i 4L
. Express Jss clagladl (e

: Express cuin 2-11-3-3

[ npm init-y }

. ¢laulal package.json cile clady

[ npm install express --save ]

Al A alaes g Express e o8
. Express cuin claglad) o ST a3l

64


https://cryptojs.gitbook.io/docs/
https://expressjs.com/
https://expressjs.com/fr/starter/installing.html

daadiall culdl);  SU Jaadll

: Express sasg ey 3-11-3-3

[ var express = require(‘express’); J

: Express (A€ clas) 4-11-3-3

[ var app= express(); J

: Routing sl 5-11-3-3
URI a5 ¢ dima dilgs ddaiil Jreal) llal gl Gl 208K soat ) 4l jude
IS s of oSar ,(elld ) Ly POST 5 GET) saaae HTTP (ks daiyhag (s )
G 38h, ladll Al vie Ll o ally ¢ ST ) sasly mllas il o lus
250 il JSgl lesdl

[ app.METHODE(uri, fonction) ]

. express J Jia 4 :app e
Gl ,5€ gl angs, Bia il http (il 345l a: METHODE e

: (GET ,POST) (ol s S

http://expressjs.com/en/starter/basic-routing.html(15 ¢ 07 « 2022) « Basic routing « Express >
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Rardioaall gl AN Jaadl

SAabout’, ", feoursftdl’) - Jidl e e Ur
req res ofil I Fonction

- http =ik Reg.
St Ao 2 Res

: HTTP il saiall aibasll 1-5-11-3-3
. bOdy d;\d.v diacadll L@:\Aﬂ.’.ﬁ d.\§ M.L.v.n: Lo g E\AAJJ ‘ﬁ Bd‘)bﬂ Qw\ H.d;.l_. X

.npm install body-parser ;g

.var bodyParser = require('body-parser');
e
D Jba

/[POST user[name]=mounir & user[email]= routalmounir] @gmail.com

req.body.user.name =»mounir

req.body.user.email =» routalmounir] @gmail.com

:HTTP 4 Jw)) 2-5-11-3-3
o IS o Alada) bl (ggine ae HTTP Gilaia) sy :res.send(data)

(Hshas

t e HTML (ggine Jlsy] 0o Jlie
Res.send(‘< ! DOCTYPE html><html><body><p>
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mailto:=%20routalmounir1@gmail.com

Rardioaall gl AN Jaadl

el L e
</p></body></htmI>’) ;
. HTTP Lau) ¢lg) : res.end()

: EJS diecadll can S lils Qg 12-3-3

¢EJS sl 1-12-3-3
mg Y . gale JavaScript ladiul HTML Gaep olis) ol i ddases & dlad 4al &

.gle JavaScript dpaa 4i) . gaall 8 oSxally hsall gl sale)

EJS c)ll aisall cilaglaall o ST a3l

Pty g @
npm install ejs —save
let ejs=require(‘ejs’) ;
P zisei dee ol @
. Template g4 xoas L]
[app.set('view engine', 'ejs') ; }

.4 Hlay o express ciay i age s liag views Cale eli) L2
Gaa A g Al 8 (aldl 13 'index.ejs’ views  Jaly cals ¢li) L3
.Template jxa)xe

. index Gkl )y .4

[ res.render(‘index' {title :"......... D }

. Template & sas 5l o2ag
Pl QN 3 Al Qg e @
[ <%- include chemin/fichier.ejs %> ]
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https://ejs.co/#promo

Rardioaall gl AN Jaadl

js «css ¢ ,sual) Al Sl (ejs) Al Bl Ko dle Al il 3l o

(Ll s e

o5 apedl A Ay 4l Joeagl) (Ko iy 3 clild) o3 06 o

. (public) Cald) 138 ac) ()5S of Guead)

— public
Script.js

—  Style.css

Image.jpg

p— VieWS
L

— app.js

Index.ejs

. express ayull aaldl) daulgy Jadall I Jguasl) 4yl

[ app.use(express.static('public')) ; ]
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dandiial) claadll;  SEN Jazdl)

GOsS Wygn Allg dladie cilile & route cLioh W ~ew: express.route e
il o Caillag paat 3pma Q;T Glele e A ghuna
user cale (e Jesue (55 USerRouter.js  cala ¢ aun Jbe

e userRouter.js

var express = require(‘express’);
var router = express.Router();
router.get('/", fonctionl);

router.post('/check’, fonction2);
module.exports = router; t userRouter.js

var express = require(‘express'); user.js

var serv= express();
var rout = require (‘./userRouter’);

serv.use(‘/register’, rout);
serv.listen(8080);

POST /register/check, GET /register : s <yl
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pranaill g Judatlly SN Jiadll

: praailly Juladl) (&IGY (Ladl) 4

: dadial—4
Ll (e 3588 Jal yall 0da aad ¢ addiin Al aUaill Gl 4 araadll 5 Jdaill s e
il s Bae Caual Al Alabdall (4 jai ¢ Juadll 130 S

. Use case iyl cyla hhis o
. sequences Juludll bhia o
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pranaill g Judatlly SN Jiadll

:Use Case Diagram alaiily) dlls hhil2-4
Jaiy o ill Uil a3 aadiall i dga s e 5iSa Chua gl 138 aUail) sl Coiay o

PRECNPRR P Alaia b aldaill L ey Ealaa ol Juduil) alaainy) Alls Ladils LEFORLEIR
26

_.JA\}
ug system secure
Q Secure
A |
User
Generate
""" Password
<<includes:
1) ¥
A , f’ l\\ \
¢ 1y A
LA \ \\
’ LI T
S <<axtend>» / <<extend»» \ <coxtends>
I ‘h‘ ’r . \ -
cncdess Ve ¢ <cextend>> <<extend>» \N
. . r I
l <zIncludes> b
| h.q
&

L3
change
Password

|
I |
Crypto Add letters
tlassic numbers
Fl L

<cartend>>  <<extend>»
’ -

Transposition AES @ @

*R. C. Martin, “Uml for java (tm) programmers,” 2003.
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pranaill g Judatlly SN Jiadll

Sequence diagram 4dduladl cilbabial)3-4
(Sysytem Sequence diagram ) aliaill (ulws Jahise sl Jeladl)l lbie muag
Banziall Glblarl) jgem byl dutia Jlae 3 ey Jedes b A dolanl) CDle i
Juleatll cillalaie 1o i Lo Bale . Aiada gl duwt) DU ilaall (s Aol Jileoyl) Jeobessy
o ) cllbie Glal dulall cllabic e Use Case. alaaiay) dllay
27. .l lag b

5d cryto
:System
-user
Alt J

Ref

ENCRYPT Sd Cl'}’tﬂ

AND
DECRYPT

Sd Generate password

PASSWORD
GENERATOR

e g g g R S

e e

https://en.wikipedia.org/wiki/Sequence_diagram LSy (e ¢(15 <6¢2022) Sequence diagram 7
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pranaill g Judatlly SN Jiadll

ﬁ :System

3d cryio

Alt J

Encrvption/ Decryption

crvpt_decrypt (type_cryto, cry_or_decry)

Check the text and key

The text ou key
is empty

plaintext/txt_clair

hashing (tvpe_of_hash)

S N ——

Check the text and key

A\

EY,

Reguest to download az a file

Haching i
| Hash . Iﬁ
M = m oo | The text is empty

download > Check out the result
a file
= The result is T
| ; is empty
Sd Generate password
:System
:user
i generate_password(addCapital,addSmall
i yaddnumbers,addspecial chars)
! Check the text and key
i The text ou key
| PassWord 5 empty
P m oo
Opt |
J ' save_password (password)
i Check the Password
Save password i
| file Thfs password
Qe . is empty
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i g Adlisall gl sl 1l ol

; Liadgal dali3a)) culgalyl) : & Jadll 5

: dadial-5

oy (e BaY) Alaydl 1) Jiiie cdexiiod) skl by il Giluelal Wass o ey
- Ly palall ozl

G lailan bl o bl @ L ysskilly LaslsiSill clsal (e 1320 Loy yie i callay

il i Laly

o Uadgal At )l cilgalsll s DA (e Jeadll 138 amidi ¢ Fualy
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i g Adlisall gl sl 1l ol

t Ayl dgalgl2-5
i) @li g ,afll s el AdS a6 g Al dadiall AalE a0E a8 gall Ay ) AQEN 280 Jia

16 5ypa da)pe IS paddl) 8 g uadal g CryptodS dui€a

c RYPTAG CRYPTO TOOLS CONTACT

SERVICE

plaintext ciphertext

plaintext ciphertext

ENCRYPT AND DECRYPT ENCRYFE,L?RIIEEDDECRYPT PASSWORD GENERATOR

i )l 4gal 51216 3o
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: AES JM\ 8 S M 3\.@4\33—5

AES encryption/decryption

AES encryption/decryption tool. AES uses a symmetric packet password scheme with key length support
(128/192/256 bits). When the clear text is not long enough (128 bits), the clear text will be completed with a
space..

Plain Text : Resultat :

Key Word :

‘ 123456781234b678 |

‘ 128bits v ‘

| toper |

AES ddil) dld g ,ddi dgal g 1755
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i g Adlisall gl sl 1l ol

: Bghada Bghd  Juadly AES uaddll dgalg4-5

Key Addition (e JS b dhcadl Jaball Sleh) ga _uill b 5 puidil dgalsll o2
19 5,52 Round Key Value« MixCols: ShiftRows « SubBytes

AES Step By Step Ecryption

FLAINTEXT

Plain Text :
AcdRoundisy
‘ Hello
4 a
g
g ShiftRovs
Key Word : L i sain
E E WixColumns
‘ 123456789234567802345678 % E AcdRoundKay %
Q
&
g
. E ShitRowrs
[
5 AcdRoundKay 5
CIPHERTEXT
Aes Encryption |
A dy A2 s
O £ Y
2, 3 ER
32 33 34
36 37 38
48 65 6¢c b€ /
32 33 34
of 61 61 61 /
36 37 38
61 61 61 61 /
32 33 34
61 61 61 61 /
36 37 38
79 57 5bBf 58 b6 5b
8 34 2
Ba 57 56 59 be B5b a ¢
03
58 53 52 55 6a ed e 9a
30
b4 B7 B6 59 20 5Bb ac ae
9 07 96
79 57 5f 58 b6 5b a
32 33 34

Ba 57 5B6 59 be 5b

Juaily pddill dgaly 118 B 5a

77



i g Adlisall gl sl 1l ol

sty uddal) b dgaly 5-5

AES Step By Step Decryption

PLAINTEXT

Plain Text : g

P/FjOIFHCZTqyo0dpT TPTw== . ’EE

3 Do |

Key Word : 2 :

8 2
cipRERTEXT

Aes Decryption
3f f7 e3 3a / / / / / / / / / / / / 6c a4 b0 69
27 ed 9 92 / / / / / / / / / / / / 74 be bBa cl
6a ca 83 9d / / / / / / / / / / / / ca 99 6e 2Ze
a4 9e cf 27 / / / / / / / / / / / /09 <5 97 6b
53 53 53 53 d7 b f7 b8 d7 b f7 b8 O0d 44 26 9a <5 7d f9 i
53 53 53 53 le 3b 72 b2 b2 1le 3 72 3¢ e9 49 le 18 la ea a8
a0 53 ed b3 3¢ Ob 38 bd 38 bd 3¢ Ob 76 <c¢d dI  9e be 27 34 ef
ad bbb 58 4c fa 23 08 48 23 08 48 fa 32 bf d4 14 c3 bce f9 45
c8 39 df Bb 3a 56 a cecd 3a 56 ac ed a2 b9 aa 80 b8 06 34 6b
26 f3 a3 b6 a5 00 42 6d 6d a5 00 42 b3 29 52 f6 dd 67 13 69
8 e e5 71 8f 18 e5 66 e5 66 B8f 18 22 d3 73 34 a6 3d de 47
fl e3 2d 51 ¢7 8d bf Ob 8d bf Ob 7 b4 f4 %e 31 7d 7b «cd aa
la bf 9e e 3e 65 b 45 3e 65 5 45 d1 bc 07 68 ,63.40 27 86

6e 4de 41 9f b9 40 f8 Bc 5¢ b9 40 f8 a7 db 72 el 65 61 27 02 3
il B dgaly: 19 8@
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Key Word :

i g Adlisall gl sl 1l ol

: Expansion key ,aidl) ke uadi dgaly 6-5

Expansion Key Aes

1234567891234567

Create Key Expansion ‘

w[0] 31323334
w[1] 35363738
w[2] 39313233
w[3] 34353637

w[O0]
w(1]
w(2]
w(3]

31 323334
35 363738
39 313233
34 353637

w[4] a637a92c | Rof_Word (35363734
~ sub_Byfe 9605918

w[5] 9301914

9605
wl6] aa30ac27 | Reon 10

o
w[7] 9e059a10 5ub_XOR_Reon|97 059a 18

w[8] cf 8f6327
w[9] Bc8efd33
w[10] f6 be 51 14
w[11] 68bb cb 04

w[12]21909162 | Rot_Word 05 9ai09e
w[13]7d1e 6c 51 | sub_Byte b b8lea0b

Expansion key 4421y : 205,32

w[4]
w[5]
w(6]
w(7]

ab 37a9 2c
93 01914
aa 30ac27
9e 059a 10

: DES M\ &JM\ :\4;!37—5

Plain Text :

DES

routal mounir

Key Word :

12345678

| Crypter

| Decrypter

DESJM\&JM‘K@U:

79

Resultat :

DWxLOCo4+90mddza8rkwog== ‘
Y,

215 5



i g Adlisall gl sl 1l ol

: DES g lidal) +Lad) 4¢als8-5
CREATE KEY DES

Key Word :

‘ abedefds ‘

‘ Create Key ‘

key abcdefds

Cli intiale 64 bits PC-1
01100001 57 49 41332517 9
01100010 1 58 50 42 34 26 18
01100011 10 2 59 51 43 35 27
01100100 19 11 3 60 52 44 36
01100101 63 55 47 39 31 23 15
01100110 7 62 54 46 38 30 22
01100100 14 6 61 53 45 37 29
01110011

21 13 5 2820 12 4

KeyB6Bit11111111111111111000000000001001010110100110011110000000

0 1111111111111111100000000000 Pc-2
DO1001010110100110011110000000 14 17 11 24 1 5
¢11111111111111111000000000001 3 2815 6 21 10
D1 0010101101001100111100000001 23 19 12 4 26 8
€2 1111111111111110000000000011 16 7 27 20 13 2
D20101011010011001111000000010 41 52 31 37 47 B5
€31111111111111100000000000111 30 40 51 45 33 48
Encryption Round Decryption Round

ROLO 111100001011111001100110000100110010001110000000 LORO

RIL1 111000001011111001110110000101000010001000000111 LIRL

R2L2 111001001111011001110110001101100000000011000100 L2R2

R3L3 111001101101011101110010000000001010000111000011 L3R3

R4L4 111011101101001101110011001001101010010000000001 L4R4

R5L5 101011111101001101011011011010100000010101000010 L5BR5

R6l6 001011110101001111011011000011001100000100001010 LéRE

R7L7 001111110101100111011001010001000101010001000000 L7R7

R8LE 000111110101100111011001010010001001100001010000 L8R8

ROLY 000111110110100111011101010000011100010000111000 LS%RY

RIOLIO0O00111110110110110001101000010010001110000001 00 0LI0RIO

RII11010110110010110110101101100010000101000000110100 LRI

RI2L12110110011010110010101101000000010100101010100100LI2RI2

R13L13110100011010111010101110100100000000100010010001 LI3R13

R141411110000101111101010011010000011000000100001°0'10 1Li4R14

RI5LI5111100001011111000100110101000010000001010000010LIBRI5

DES glidall sL&i) dgaly: 225 ) 5a
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: Cesar pad paddll b g ekl dgaly9-5

Cesar

zdetfabed

crypt
decrypt

BFGVHCDEF

01234567 89101112 13141516 17 18 19 20 21 22 23 24 25

WBEBERcHIsk LmNnoPQRrsuvwxy[Z

—

0123456789101112 13141516 17 18 19 20 21 22 23 24 25

EBEFEHIskLmNnoPrQrs Tullwxy z a8l

saf

ab

crypy

decrypy

Cesar iddl) &by ,didl) dgalg: 238 )50

: Vignere _uadal) ‘ﬂéj sraal) :\.@A\J

10-5

Vignere

ABCDEFGHIJKLMNOPQRSTUVWXYZ
AA.CDEFGHIJKLMNOPQRSTUVWXVZ
BBCDEFGEHIJKLMNOPQRSTUVWXYZA
CCDEFGEGHIJKLMNOPQRSTUVWXYZAB
DDEFGHIJKLMNOPQRSTUVWXYZABC
EEF6GHIJKLMNOPQRSTUVWXYZABCD
F.GHIJKLMNOPQRSTUVWXYZABCDE
GE6HIJKLMNOPQRSTUVWXYZABCDEF
HHIJKLMNOPQRSTUVWXYZABCDEFG
ITTKLMNOPQRSTUVWXYZABCDEFGH
JIKLMNOPQRSTUVWXYZABCDEFGHTI
KKLMNOPQRSTUVWXYZABCDEFGHTITJ
LLMNOPQRSTUVWXYZABCDEFGHIJTK
MMNOPQRSTUVWXYZABCDEFGHIJKL
NNOPQRSTUVWXYZABCDEFGHIJIKLM
OOPQRSTUVWXYZABCDEFGHTJKILMN

Vignere :dall ¢y ,idal) dgalg: 245 50
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: Trasposition _adall dldg nakal dgals 11-5

Columnar Transposition Cipher

Columnar Transposition involves writing the plaintext out in rows and then reading the ciphertext off in columns.

The row length that is used is the same as the length of the keyword with the plaintext being padded to make it

fit into the rectangle under the keyword. The columns are now reordered alphabetically and then the ciphertext
is read off along the columns.

abcdefeeffffq Lk Oe 3y 2ix
keyx a b ¢ d
e f e e
crypt f f f f
decrypt I

bff aefqdef cef

Trasposition iddll dly pddal) dgalg: 255 a

: CryptoJS 4i€ey uadal) dldg nadal dgals 12-5

Cynally (SdS il e plsil EDE dagy el iy Gagaill el dgalsl) s3a
-zl
c RYPTO G RAP HY HOME CRYPTOGRAPHY PASSWORD GENERATOR

_ _ Cesar _ _
saf Q

chesse between 0..25

& crypter

o' decrypter

oadl) g il dgal 9126 B
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P jlsa SO0 ) e (gging

:César  yad 4 jla 13-5
CRYPTOGRAPHY HOME CRYPTOGRAPHY PASSWORD GENERATOR

Cesar
saf asft @

v P

Cesar (SsdSl) il 127 8 5
: Vignere 14-5

CRYPTOGRAPHY HOME CRYPTOGRAPHY PASSWORD GENERATOR

vignere
saf asf @

uf' decrypter

d 4

Cesar (SwDS!) uddal)z2g8 3 s
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: Transposition 15-5

cB2eeY) 5 Cagpall of Zliall iyha e il e i aag

CRYPTOGRAPHY HOME

Lupload file Zdownload file

ot Transposition ast Q

CRYPTOGRAPHY PASSWORD GENERATOR

P key B8 matrix

kay

o’ decrypter

zUdal) 3ok oo Jasail):29 B

p 5ae Yy sl ok e 2

CRYPTOGRAPHY PASSWORD GENERATOR

CRYPTOGRAPHY HOME

Lupload file &download file

Transposition

saf asf G

P key BB matrix

number colon nim=2

number row min=2

of decrypter

Baee¥) g shul) Gk 8 Jyaill:30 B,
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: Modern Euaall ddal)
: RSA 16-5

CRYPTOGRAPHY HOME CRYPTOGRAPHY PASSWORD GENERATOR

Zupload file & download file
RSA
saf @

Enter the public key

& crypter

RSA »iii:31 5, 5a

PASSWORD GENERATOR

CRYPTOGRAPHY HOME | CRYPTOGRAPHY

Zupload file & download file
RSA
saf @

Enter the private key

o' decrypter

RSA _48; 325 )9



Lind gl Al all lgal gl sl )1 Juadl

: AES 17-5

CRYPTOGRAPHY HOME CRYPTOGRAPHY PASSWORD GENERATOR

+KK3RCXKienTkuKDO1bveg== Q

saf ‘ECB v‘

‘ 128bits v‘

1234567812345672

) o decrypter )

AES did by pidi:33 3 9a

: DES 18-5

CRYPTOGRAPHY HOME CRYPTOGRAPHY PASSWORD GENERATOR

saf N +KK3RCXKienTkukDe1bveg== @
|ECB .,‘
L J

key

DES ididldy ,idii34 3,a
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: HACHAGE

: MDS5 19-5

CRYPTOGRAPHY HOME CRYPTOGRAPHY PASSWORD GENERATOR

Lupload file download file

MD5

saf e8a88bb6T4d420a8517965d25¢cd54ala @
@.
Hach

MD5w 43l g 5:35 5,9

: SHA1 20-5
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