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Abstract

An electronic payment system helps a customer make a payment to a retailer or

service provider electronically. Payment gateways, a portal between consumers

and payment processors, use different authentication methods during online pay-

ment to secure a customer’s payment details, typically debit or credit card infor-

mation. However, since a merchant already can access the payment information

in any manner, the encryption offered by a payment gateway can not fully secure

the client’s payment details. Not all merchants provide their customers with a

safe payment system and stick to it while maintaining a standard payment policy.

This also opens the payment information received by a customer to the possibil-

ity of being hacked or misused by retailers or stolen by hackers or spammers. In

this work, we present a stable solution to payment processes in which payment

information about a customer is secured. Upon authentication of the transaction,

a client sends his contact details and authorization directly to a payment gateway

submitting an invoice to the correct seller. Our research’s fundamental goal is

part of the modernization of payment systems in Algeria.

Keywords: Strong two-factor authentication, Prime numbers, Random num-

ber generation, Distribution of cryptographic keys and electronic certificates, RSA

cryptography, Elliptic Curve Cryptography.
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 ملخص
 يساعد نظام الدفع الإلكتروني العميل على إجراء الدفع للتاجر أو مزود الخدمة إلكترونيًا. تستخدم

 بوابات الدفع ، وهي بوابة بين المستهلكين ومعالجي الدفع ، إجراءات مصادقة مختلفة أثناء الدفع

 عبر الإنترنت لتأمين تفاصيل دفع العميل ، وعادةً ما تكون معلومات بطاقة الخصم أو الائتمان. ومع

 ذلك ، نظرًا لأن التاجر لديه بالفعل إمكانية الوصول إلى معلومات الدفع بأي طريقة ، لا يمكن

 للتشفير الذي توفره بوابة الدفع تأمين تفاصيل الدفع للعميل بشكل كامل. في الواقع ، لا يوفر

 جميع التجار لعملائهم نظام دفع آمنًا ويلتزمون به مع الحفاظ على سياسة دفع قياسية. يؤدي هذا

 أيضًا إلى فتح معلومات الدفع التي يتلقاها العميل لإمكانية التعرض للقرصنة أو إساءة الاستخدام

 من قبل تجار التجزئة أو السرقة من قبل المتسللين ومرسلي البريد العشوائي. في هذا البحث ،

 نقدم حلاً مستقرًا لعمليات الدفع حيث يتم تأمين معلومات الدفع الخاصة بالعميل. عند المصادقة

 على المعاملة ، يرسل العميل تفاصيل الاتصال الخاصة به والتفويض مباشرة إلى بوابة الدفع،

 ويقدم فاتورة إلى البائع الصحيح. الهدف الرئيسي لبحثنا هو جزء من تحديث أنظمة الدفع في

 الجزائر.

 

 الكلمات الرئيسية:  مصادقة قوية بعاملين ، أرقام أولية ، توليد أرقام عشوائية ، توزيع مفاتيح

 التشفير والشهادات الإلكترونية ,  تشفير RSA ، تشفير منحنى إهليلجي.
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Introduction

Problematic

Despite the increasing development of new Information and communication tech-

nologies and ongoing advancement in technology with mobile payments, it is

necessary to note that online payment has its features and challenges.

The most crucial question of online payment is the parties’ security. And to

ensure a high level of security, a system must address online transaction issues,

from the risk of interception of information to the fraudulent transactions made

by hackers and spammers.

Because of the open and international nature of online payment networks, this

will lead to more issues concerning customers and merchants’ security worldwide.

Some protocols are suggested to protect these business transactions. The most

popular one is 3-D Secure, developed by EMVCo (Europay MasterCard and Visa

Card).

Another aspect concerning the security of electronic payment is the authentica-

tion of the various partners in this process. Multiple solutions are suggested but

often imply that the customer has some knowledge of the computer tool and re-

members his different passwords to access the expected service.

The present work is twofold: Implementation of the protocol 3-D Secure as spec-

ified by EMVCo and a newly proposed method to authenticate customers. We

1
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have proposed a solution that allows any user with a mobile phone to make pur-

chases without worrying about a password to access the different electronic pay-

ment platforms. The solution is based on generating a couple of random numbers

that identify the mobile uniquely and, consequently the customer. The genera-

tion of random numbers is a challenging work that needs skills in mathematics.

Our solution is based on The PCG algorithm.

Challenges and working hypothesis

The new system’s challenges and objectives are primarily security, and payment

instruments are also another concern for electronic payment. Nevertheless, the

high degree of technicality associated with it constitutes an excellent opportunity

to develop entirely innovative payment systems.

For a safe and efficient system, an electronic payment system must meet the

following basic requirements:

• Authentication and integrity of messages

• Confidentiality

• Availability

• Non-repudiation

Thesis Overview

In this thesis, we propose an online payment system in which a customer’s pay-

ment information is sent directly to a payment gateway, instead of sending it

through a merchant. This approach prevents a customer’s payment information

from being manipulated and compromised by a merchant.

2
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We will rely on the 3 Domain Secure architecture to implement a highly secure

environment between the merchant and the payment gateway.

The mobile authentication is used alongside a state of the art method that allows

this authentication to use random numbers as a second factor for the Two Factor

authentication mechanism.

Objectives and Advantages of the new system

Objective

• Bring together the players in the trade (bank, customer, merchant) by using

an open and secure network

• Allow traders to register and administer a remote account

• Record information on transactions carried out

• Allow fraud detection and risk-based analysis of transactions.

• Make the management of transactions user-friendly

• Authenticate and validate users identity

Advantage

• Customer support

• Cost reduction

• Detect fraudulent transactions

• Make the bank card available to the customer as a secure payment tool

3
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Subject delimitation

Any scientific research work is limited by time, effort, and space to facilitate its

understanding and exploitation. Thus, it is within the IT and electronic payment

services that provide user authentication and validation of payment requests in

a highly secure environment.

Used Techniques and Procedures

Within this project’s context, we used the UML method to model our new sys-

tem’s analysis. We made an iterative and incremental approach based on con-

straints we have and centered on software architecture to build the system. We

used the Agile methodologies to wrap all that in a single framework to analyze

the constraints and requirements, model the new system, and build an efficient

and secure network.

We also relied on many existing documents and standards in the approach we

used to create and design a state of the art system.

Thesis Organization

To summarize our work, we organized this thesis into six chapters. Each chapter

will introduce a part of our work that was needed to implement the new system.

Here is a map of our thesis chapters:
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Chapter 1

Authentication

1.1 Introduction

Identification, authentication, and authorization, These three terms are elements

of information security.

• The first stage is identification: It recognizes information about the user,

for example, log in.

• The second stage is the authentication: This is the process of verifying user

information like the password.

• The third stage is the authorization: Here the user rights are checked, and

access is determined.

This chapter will focus on Authentication and introduce it to you in an easily

understandable way.
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1.2 Definition of Authentication

1.2 Definition of Authentication

Authentication is the method of deciding whether someone or something is really

who or what they claim to be. Authentication is accomplished in the real world,

through face-to-face contact, displaying IDs, passports, or different kinds of cer-

tificates.

In the technology fields, the Authentication provides access control for systems

by checking users’ credentials in a database of authorized users or a data authen-

tication server [3].

1.3 User Authentication

For most information security cases, user authentication is the fundamental build-

ing block and the key defensive line. It is the basis for most forms of access control

and device accountability. User authentication requires two features:

First, the user identifies himself to the system by presenting a credential, such as

a user ID.

Second, the system verifies the user by the exchange of authentication informa-

tion.

For example, user Alice may have “HouYou” as an identifier. This information

must be stored on any server or computer system that Alice wishes to use and

may be known to system administrators and other users. Typical authentication

knowledge associated with this user ID is a password that is kept secret (only

known to Alice and the system).

When no one can get or guess Alice’s password, a combination of Alice’s user ID

and password would enable administrators to set up Alice’s access controls and

monitor her behavior. Because Alice’s ID is not a secret, system users can send

her email, but because her password is a secret, no one can pretend to be Alice.
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1.3 User Authentication

In essence, identification is how the asserted identity of the device is given by the

user; authentication by the user is how the legitimacy of the claim is created.

The User Authentication is different from the Message Authentication since the

Message Authentication is a process that requires the parties to check that the

sender is authentic and that the contents of the received message have not been

changed. [4]

Before discussing user authentication approaches, we need to clarify that authen-

tication helps us identify and check users’ identities. This authentication is used

in various technology systems to grant access to their resources. One of these

systems are the online payment system (our new system) that permits the users

to make transactions.

This is a big field in which many research and method we proposed in order

to make this process secure, fast, and user friendly. One of these protocols is

3 Domain Secure 2.0 Protocol developed by EMVCo to enable consumers to

authenticate themselves with their card issuer when making cards, not present

transactions; this authentication protocol requires a whole chapter to explain it.

Thus, chapter three will be a detailed description of the protocol of 3 Domain

Secure so that we can implement it in our new system.

1.3.1 Approaches to User Authentication

Conventionally, user authentication is based on one of four categories; these types

can be mixed to offer a better and stronger authentication, as follows:

1.3.1.1 Something that one knows

Known also as “Personal knowledge,” Examples include text password, PIN,

graphical passwords (for example, drawing a pattern on a touchscreen device),

and personal knowledge questions (for example, “What is your favorite pet name?”).
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1.3 User Authentication

1.3.1.2 Something that one owns

Known also as “Physical possession” The examples include RSA SecurID, IP

Address, Smartcard, Mobile phones, and USB tokens hardware. The user can

verify the possession of a USB token by plugging it into the device from which

they authenticate. The control of a mobile phone can be verified by the website

verifier sending the user a randomly generated text message and requesting the

user to type it into the website.

1.3.1.3 Something that one is

Known also as “Physical biometrics,” The examples include fingerprint, iris (eye),

and facial or voice recognition.

1.3.1.4 Something the user does

Examples include user recognition through typing rhythm, the dynamic usage of

the touchscreen or mouse, or gait analysis (e.g., through gathering mobile ac-

celerometer data while the user is walking). [5]

When we use two methods from different categories, this is called 2-Factor au-

thentication; this is often referred to as ”strong authentication” and should be

used in secure areas. [6]

1.3.2 Authentication methods

1.3.2.1 Password-based Authentication

The password-based authentication scheme is a commonly used line of defense

against intruders. Virtually all multi-user systems, network-based websites, Web-

based e-commerce sites, and other related services allow a user to have not only
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1.3 User Authentication

a name or identifier (ID) but also a password. The program compares the pass-

word for that user ID to a previously stored password, preserved in the system’s

password file.

The password authenticates the identity of the user signing into the system. Be-

sides, the ID offers the following security:

• The ID decides whether the user is allowed to enter a device. In specific

systems, entry is permitted only to people who already have an ID registered

on the list

• The ID sets out the privileges granted to the user. Some users may have

the status of an administrator or ”superuser” that allows them to read files

and perform functions that are mainly protected by the operating system,

and some systems have anonymous, or guest accounts, and administrators

of these accounts have rights more restricted than others

• The ID is used in what is termed discretionary control of access. For ex-

ample, a user may permit them to read files owned by that user by listing

the other user’s IDs [4]

1.3.2.2 Token-based Authentication

A token is an authentication tool that authenticates the recipient by embedding

the necessary authorization (like a password) into the token. The concept of

token-based authentication is when you show yourself to the device. You need to

have the token in your hands.

The machine won’t remember you without the token, whether the token was mis-

placed, loaned, or stolen. Here is a description of tokens’ fundamental properties

from a protection point of view [7]:

• A person must physically hold the token to use it

10



1.3 User Authentication

• It is hard to replicate a good token

• A person can lose a token and accidentally lose access to a resource

• Persons can identify stolen tokens by taking stock of the tokens they would

have in their hands

Tokens are usually split into two categories: active and passive. In all cases, the

token contains a specific key, and to create a working copy of a given token, one

must copy the base key. A passive token is simply a dedicated base secret storage

device. [5, p256]

Examples we might find in our lives around us include, for example, ATM cards,

mechanical keys, and advanced equipment such as ”input keys.” Under different

circumstances, an active token can produce different outputs.

For example, an active token may engage in an authentication challenge-response

protocol or have other crypto-functions that use the secret base token.

Active tokens have historically been either commercial one-time authentication

tokens or smart cards, although other versions have emerged connected to existing

ports on desktop.

1.3.2.3 Biometrics

This technology gathers unique physiological or behavioral attributes of a person

for storage in a database or comparison with data already found in a database.

Like the reference test technique, a biometric is identified as a unique, measur-

able, biological feature or characteristic for automatically recognizing or verifying

a human being’s identity. The statistical study of these physical features has be-

come known as the biometrics method. [8]

These days, biometric technologies are usually used for security purposes to evalu-

ate human characteristics. Five of the most common biometric physical patterns
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1.3 User Authentication

examined for safety purposes are fingerprint, eye, face, voice, and hand. The

biometrics industry uses a widely quoted description to help explain this point.

There are three health standards [9]:

• The lowest security level is classified as something you have in your posses-

sion, such as an ID badge with a photograph on it.

• The second security level is something you recognize, such as the PIN code

to your bank account card on ATM or a computer login password

• The highest degree of protection is something that you are and something

that you do. Essentially, this is what biometric technology is all about

1.3.2.4 Certificates

A certificate is a letter signed by a third party who has public confidence. The

entities must trust the certification authority using the certificates issued by that

trusted party. The certificate ensures that the public key is connected to the

designated individual. Thus, ensuring that the approved party has been estab-

lished is the crucial prerequisite for public-key techniques. The format X.509 V3

public-key certificate is the most widely used [10].

The certificate includes edition, serial number, signature, issuer, validity, subject

matter, subject Public Key Information, subject Unique ID, issuer Unique ID,

extensions, signature algorithm, and the signature value.

Authentication of the certificate is also done through the process of public-key

authentication. Instead of only sending a public key to the client, it sends out a

certificate that includes a public key. In short, the authentication of the certificate

works as follows:

• The client sends the user certificate (including the user’s public key) to the

server
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• The server uses a CA certificate to test the validity of the user certificate

• The server uses the user certificate to verify whether login is enabled or not

from its mapping file(s)

• Finally, if the connection is allowed, the server will ensure that the user

uses a challenge to have a valid private key

This approach is more secure than conventional public-key authentication since

the program checks that a trustworthy Certificate Authority (CA) has provided

the user certificate. Moreover, certificate authentication is more convenient since

the server needs no local archive of the users’ public keys [11].

1.3.2.5 Mutual authentication

Mutual Authentication A two-way authentication consisting of a client and a

server is often named. The client has to prove their identity to the server, and

the server demonstrates their identity to the client before any application begins.

In neither client process nor server process requires user interaction. So that the

client can trust the actual organization or entity’s certification chain and build

the connection between them. The importance of using mutual authentication is

presented like this: “Mutual authentication ensures that not only is the person

behind the keyboard who he claims to be, but also proves that the server he is

communicating with is who it claims to be.

Mutual authentication protects the confidentiality of sensitive information by

ensuring that the user’s service is genuine.” [12] It is also used in online banking

and e-business. By using mutual authentication, users trust the Certificate of a

Trade Association or an individual in the Certificate Chain, ensuring users trust

the third party authority.

For example, when we buy from Amazon, we do not have to pay money directly
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to the store owner because we don’t trust the private offline payment and the

owner of the show. So Amazon offered an online payment service-PayPal, which

means we can send money through PayPal as long as we get products from the

shop owner, and then PayPal will transfer money to the show owner. PayPal

plays a third party in the online business to protect the rights of the customer.

The figure below shows the mutual authentication model:

Figure 1.1: Mutual authentication model

1.3.2.6 Multi-factor Authentication

Multi-factor authentication (MFA) is a secure process in which access is given

to a user device only after the successful display of two or more elements of the

authentication categories for providing a secure and better way for authenticating

users. As mentioned above, the four most common types of authentication factors

are:

• Something that one knows

• Something that one owns

• Something that one is

• Something the user does
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1.3 User Authentication

The purpose of MFA is to verify legal users to protect their private information

by offering complex protection and, at the same time, making it more difficult

for unauthorized persons to obtain access to it.

The benefits of implementing MFA are to provide a robust way of authenticating

applications. Owing to vulnerability or data loss, each factor is not available at

any time; the system will also offer authentication services using uncommitted

authentication factors. From the attackers’ point of view, they have to conquer

several obstacles to get through the goal system [13].

We are going to use this type of authentication in our new system, specifi-

cally, we will use two factor authentication method, the first factor is the normally

used email and password, and the second factor, is some random special numbers

generated for each user, this also requires a specific study, How we can generate

random number? In the following chapter, we will talk in details about the types

and method by which the computer can generate pseudo random number for dif-

ferent uses, and in our case, its the second factor of the two factor authentication

that will help us identify each client alone.

Figure 1.2: Multi-Factor Authentication [1]
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1.3.2.7 One Time Password Authentication

One-time password authentication is usually applied in addition to password au-

thentication to implement two-factor authentication (2FA). In this concept, the

user needs to provide two types of data for entering the system: something that

he knows (for example, a password), and something that he owns (for example,

a device for generating one-time passwords). The presence of two factors can

significantly increase the security level, which is required for certain types of web

applications.

Another popular scenario for using one-time passwords is additional user authen-

tication during the execution of essential actions: transferring money, changing

settings, etc.

There are various sources for creating one-time passwords. Most popular:

• Hardware or software tokens can generate one-time passwords based on the

secret key entered into them and the current time. Secret keys of users,

which are a factor of ownership, are also stored in the server, which allows

you to check the entered one-time passwords. An example of a hardware

implementation of tokens - RSA SecurID, software - Google Authenticator

application.

• Randomly generated codes are transmitted to the user via SMS or another

communication channel. In this situation, the ownership factor is the user’s

phone (more precisely, a SIM card attached to a specific number).

• Printout or scratch card with a list of pre-formed one-time passwords. For

each new login, you must enter a unique one-time password with the spec-

ified number.
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1.4 Machine Authentication

Figure 1.3: The RSA SecurID hardware token generates a new code every 30
seconds [13]

In web applications, this authentication mechanism is often implemented

through the extension of forms authentication: after the primary authentication

with a password, a user session is created. However, in the context of this ses-

sion, the user does not have access to the application until he performs additional

authentication with a one-time password.

1.4 Machine Authentication

Machine authentication is the process of general authentication of a machine

when the machine tries to view or exchange information or perform some other

kind of physical interaction. Machine authentication happens in multiple ways

in various IT environments, which usually requires a ”Digital Certificate,” such

as the SSL protocol (used on the Internet).

1.4.1 Device authentication

Device authentication requires authentication of a device to a verifier, such as a

remote server. For example, a cell phone has to authenticate itself, usually by a

cryptographic key held on a SIM card, to connect to a mobile network.
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Some systems may introduce two-stage authentication that incorporates the local

user authentication stage with the application authentication stage; for example,

when paying a credit card with a chip-and-pin technology, the payment terminal

first communicates to the payment network authentication server to validate the

authenticity of the credit card itself (i.e., device authentication).

Users are then authenticated by inserting a numerical PIN that is verified locally

by the payment device ( i.e., local user authentication). Two-stage authentication

can also be used on web authentication; device authentication can also occur

between devices ( i.e., machine-to-machine authentication).

1.4.2 Server Authentication

Server authentication requires the authentication of remote servers to users. This

is achieved on the web through HTTPS built on the public key infrastructure of

TLS.

For example, when a user visits the website www.univ-tiaret.dz using HTTPS,

the web browser authenticates the webserver to guarantee that a hacker is not

intercepting the communication between the website (www.univ-tiaret.dz) and

the web browser.

Upon successful authentication, web browsers may display a visual hint in the

browser’s border region (which can not be changed by site information being

displayed), such as a green lock symbol, as a signal to users that the web server

has been authenticated.

1.5 Conclusion

Several authentication systems are actually in use. If categorized based on usabil-

ity and security, most of them fall into the category of security that ensures the
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1.5 Conclusion

protection of the user’s account using the second factor but lacks proper usability.

Therefore, for strong authentication, we need to use more than one element, such

as a one-time password combined with Password-based authentication methods.
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Chapter 2

Random Number Generators

2.1 Introduction

In this chapter, we will first start with a definition of randomness and specifically

random numbers, their different applications in computer science, and how to

generate them.

Next, we will move to different types and properties of Random number genera-

tors; then, we explore existing algorithms and and the one we chose to implement

in our solution.

We will conclude this chapter with conventional ways of testing the quality of

Random number generators.

2.2 Definition of Randomness

Although the word random is usually used in everyday language, defining what

randomness is can be very challenging, especially to define it mathematically.

The Oxford dictionary defines it as the following:

“Randomness [NOUN]: The quality or state of lacking a pattern or principle of
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organization; unpredictability”. [14]

Our discussion for this thesis will focus on randomness in numbers, and specif-

ically, on random number sequence, since, in a sense, there is no such thing as a

random number; for example, is two a random number?

Instead, we are talking about a sequence of independent random numbers with a

specified distribution, and that suggests simply that each number was just gen-

erated by chance, having nothing to do with other sequence numbers, and that

each number has a specified likelihood of falling within a given range of values.

[15]

A generally accepted and fundamental definition for a random number sequence

is as follow:

“A random number sequence follows a uniform distribution over all possible val-

ues, and each number is independent of the previously generated numbers.” [16]

2.3 Definition

Since we have a basic definition of the random numbers, we are now wonder-

ing how we can make computers generate these numbers, of course, that will

be throughout algorithms, we call these algorithms Random Number Generator

(RNG) for short).

A definition of states that “A random number generator is a computer proce-

dure that scrambles the bits of a current number or set of numbers to produce a

new number, in such a way that the result appears to be randomly distributed

among the set of possible numbers and independent of the previously generated

numbers”. [16]

Some researchers refer to the notion of inputs as a core concept in RNG “A

random number generator is an algorithm that produces a sequence of numbers
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based on an initial seed or using continuous input. This sequence must appear

random to any observer”. [17]

Thus, we define a random number generator as any system that creates random

sequences that respect the definition of randomness, as mentioned earlier, or we

can also say that these generators must meet specific statistical requirements for

randomness.

The statistical requirements of each RNG can vary significantly, and depends on

the context. The RNG used in cryptography is different from RNG used in simu-

lation. The first one has strict requirements like the past sequences should not be

discovered nor repeated in the next numbers. In contrast, in the other context, it

is desirable to obtain the same random sequence several times to reproduce the

simulation.

Every Processor in a computer is typically deterministic, that is, any algorithm

execution with the same input should have equal outputs – this is the opposite

of randomness. That means there is no algorithm capable of producing ran-

dom numbers alone. Furthermore, as solutions, we should either introduce a real

source of randomness into computers or try to cheat on the user by producing

number sequences, which only seems random. Thus, we have two RNG types.

We will cover them in depth next.

2.4 RNG Types

We have seen in the previous point that computers are deterministic so that we

should either use a real source of randomness and introduce them to computers

or generate numbers that look like random numbers. Thus, we have two main

types of RNG, True RNG and Pseudo RNG.
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2.4.1 TRNG

TRNG (or Nondeterministic RNG, Hardware RNG) is a type of RNG that tries

to get randomness using random events in the real world to create its sequences.

We call these random events entropy sources and these sources of entropy

makes a true random number generator unpredictable.

2.4.1.1 TRNG Characteristics

Besides the unpredictability, the most known characteristic of TRNG is that its

output cannot be reproduced again. [18]

Another characteristic of TRNGs is that they are non-periodic where the sequence

numbers pattern is never repeated.

2.4.1.2 Problems of Using TRNG

The major disadvantage of these generators is that they rely on hardware because

they use real-world phenomena like:

• Air pressure.

• Atmospheric noise.

• Radioactive source.

• Quantum systems.

• Mouse movements.

• Coin flipping.

• Rolling of dice.

• CPU clock.
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• Computer Fan Noise.

To measure these phenomena, they use some physical devices capable of

recording these kinds of events. So, these generators are vulnerable to physi-

cal attacks that can bias the sequences of numbers [19].

Furthermore, physical devices are usually vulnerable to damage over time. They

can also have construction errors that can inevitably bias the sequences gener-

ated. [19]

Another related problem is that the amount of real random data is always lim-

ited. If we need a lot of random data, we have to wait; which is unacceptable for

many applications. [19]

2.4.1.3 TRNG in the Real-world

The website Random.org and HotBits offer True RNG, using Atmospheric noise

and Radioactive decay, respectively.

There are many other examples; some TRNG models include [20]:

• Noise based RNG.

• Free running oscillator RNG.

• Quantum RNG.

Finally, TRNG are suitable for many applications, such as government lotter-

ies, simulation, gambling.

2.4.2 Pseudorandom Number Generator (PRNG)

This method of RNG works with deterministic algorithms to generate long se-

quences of numbers that appear statistically random, which are, in fact, entirely

determined by an initial value, known as a seed.
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2.4 RNG Types

We can define a Pseudo RNG more formally [21] by a structure (S, m, f, U g)

where:

• S is a finite set of states.

• m is a probability distribution on S, called the initial distribution.

• f : S → S, a transition function.

• U, a finite set of output symbols.

• g : S → U , an output function.

Then the generation of random numbers is as follows:

• Generate the initial state (called the seed) s0 according to m and compute

u0 = g(s0)

• Iterate for i = 1, 2, 3, …, si = f(si–1), ui = g(si).

The state transition function f and the output function g are the core key of an

efficient PRNG,

Examples of PRNG Here are some of the known PRNG:

• Linear Gongruential Generator (LCG) [22].

• Mersenne Twister [23].

• Xorshift [24].

• Squares [25].

• Permuted Congruential Generator (PCG) [26].

We will talk about some of these algorithms in chapter six.

25



2.5 RNG – Application

2.4.3 Cryptographically Secure PRNG (CSPRNG)

For cryptographic purposes, we have a unique kind of generator that is relevant for

stream ciphers. This generator is a particular type of PRNG, where it is defined

informally with an additional property; it is unpredictable [18]. Formally, for a

given integer n , the output numbers of the generator si, si+1, ... , si+n−1, it is

computationally infeasible to compute the following numbers si+n, si+n+1,...

[18]

In our thesis, we are not going to use TRNG, and not a CSPRNG, just a

regular PRNG, and that for multiple reasons, one of these reasons is the repro-

ducibility of the random numbers.

2.5 RNG – Application

Random numbers are essential and relevant in computer science, they are also

a crucial element to a large number of areas, including global optimization,

probabilistic computation, artificial intelligence, sampling, cryptography, com-

putational creativity, modeling, simulation, robotics, gambling, games and many

more.

We can use computers to simulate natural phenomena, in engineering and the nat-

ural sciences, simulation is used extensively, and random numbers are required

to make these things real. The simulation covers many fields, from the study of

biological processes and nuclear physics (where particles are subject to random

collisions) to operations research (where people come into, say, an airport at ran-

dom intervals). [15]

On the other case, RNG uses this general term to describe any computational

algorithm that employs random numbers or random sampling [15], different meth-

ods are use like the Monte Carlo simulations, which uses experiments with random

26



2.6 Properties of RNG

numbers to evaluate mathematical expressions, and the experimental units are

the random numbers. [27]

Another application of RNG is cryptography where many security algorithms and

protocols need random numbers and bits to remain secure. Algorithms like AES,

RSA, and ECC have been using random numbers to be challenging to break. For

that, randomness is essential because it eliminates any reasoning. Therefore, it

drops any predictability that the attacker might get.

The quality of the random numbers used directly to determine the security

strength of the system. We require randomness in cryptography for the following

applications [28]:

• Private keys for digital signature algorithms.

• Keys and initialization values for encryption.

• PIN and password generation.

• Keys for keyed MAC algorithms.

• Values to be used in entity authentication mechanisms.

• Values to be used in keys establishment protocols.

• The nonce for cryptographic communication.

2.6 Properties of RNG

PRNG have some properties, these can be either critical or desired. The following

points depicts some of them:

1. Randomness: The most noticeable property a random number generator

should satisfy is that it should be random; we usually interpret it to mean
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that a random number generator should comply with statistical expecta-

tions regarding random systems [26].

2. Uniformity: That means the appearance of any number is equally proba-

ble everywhere in the distribution; in other words, uniformity requires that

after a generator completes a full period, all outputs will have occurred the

same number of times. [26]

3. Independence: That is, the current random number is not related to the

previously generated numbers.

4. Period: It is the most fundamental mathematical concept underlying any

PRNG. Any deterministic algorithm executed using finite memory must

have a finite number of states, and thus any RNG algorithm must have a

fixed period, after which it will repeat [26]; for that, we need algorithms

that have a sufficiently long period, to make sure that no wrap-around over

the cycle can occur in practice. [29]

5. Efficiency: run fast and use only a small amount of memory. [29]

6. Portable: works the same in different software/hardware environments

[29]

7. Reproducibility: The generator should be able to generate the same

stream of random numbers for the same seed, so it will be able to reproduce

the same sequence as many times as we want [29].

8. Seekability: It is the availability of efficient jump-ahead methods that

can quickly compute sj+a given sj, for any large a and any j. [29], not all

PRNGs are seekable, for instance, many cryptographically secure random

number generators are not seekable (over the long term) by design—we do
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not want people to be able to use a backward jump to discover numbers

that they produced in the past [26]. However, it is advantageous to have

this property.

2.7 Testing and Evaluating

In the previous section, we have talked about randomness property, we said that

we need to have a generator that can supply random sequences that have both

independency and uniform distribution.

It is crucial to test any generator that claims to produce random sequences; for

that, we have countless various tests for RNG and the sequences they produce.

We can divide these tests into two distinguished groups: empirical tests and

theoretical tests.

• Empirical tests are carried out on a sequence generated by an RNG and

require no knowledge of how the RNG produces the sequence; these tests

are based on a mathematical understanding of random system behavior. In

practice, empirical testing has felled impressive mathematical credentials

on random number generators.

• Theoretical tests, they are the best when they exist, are a priori tests re-

quiring knowledge of the RNG structure, but not necessarily generating the

sequence. [15]

Mainly we will focus on Empirical tests here, and we will give just a brief descrip-

tion of each test. In the following points, we will explore several empirical tests

belonging to Statistical Tests and Statistical Test Suites.
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2.7.1 Statistical Tests

The first approach to test random number generators is to use the vast collection

of well-known statistical formulas.

In this method, each test examines a different quality that the PRNG should

have. We gain confidence in any generator only after it passes a considerable

number of tests.

Here are some of the statistical tests:

1. Chi-squared test. Karl Pearson initially published the Chi-square test in

1900; This test is used to ensure that the numbers are uniformly distributed

in a sequence. We can apply this test to see whether our RNG generated

numbers follow a uniform distribution. [15]

2. The Kolmogorov-Smirnov Test. The Kolmogorov-Smirnov (KS) test

has its origins in a 1933 paper by A. N. Kolmogorov, it was designed to

test the equality of probability distributions by quantifying the distance

between an observed distribution function of the sample and the combined

distribution function of the reference distribution,

We can use this test to check the uniformity of the RNG generated numbers.

[15]

3. The runs test. An indispensable quality for a random sequence is that

it does not contain patterns. This test can be used to verify whether the

generated sequence has an upward or downward trend or some cyclical

pattern. [15]

4. Gap Test. Count the number of digits occurring in repetitions of a given

digit and then use the Chi-square or Kolmogorov-Smirnov method to equate

with the number of gaps predicted. [15]
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2.7.2 Statistical test suites

Test suites are nothing but a set of statistical tests for measuring the quality

of a random number generator; they work by performing some statistically well-

understood task using a candidate generator and then checking the plausibility of

the results by producing a p-value to help support or reject the null hypothesis.

Here are the most widely used test suites

1. NIST [30] NIST One of the available suites for testing random number gen-

erators is the NIST suite. The purpose of this suite is to test bit sequences

while keeping in mind that passing all NIST tests implies that a generator

is a fit for cryptographic purposes (it contains fifteen well-documented sta-

tistical tests).

Since cryptography has the strictest specifications for randomness, a gener-

ator that passes the NIST suite is also suitable for all other purposes. And

when a generator fails the NIST suite, it could still be random enough to

work in fields such as simulation, since the importance of using less than

entirely random information are meager.

2. TestU01 [31] L’Ecuyer in 2007 made a significant enrichment to the world

of random number generator testing when they designed the TestU01 sta-

tistical test suite.

This test suite includes a large number of previously independently pub-

lished tests, and they used them at scale, and it broadly expanded the scope

and thoroughness of the RNG testing process.

3. Diehard [32] Diehard is a widely used test suite for random number tests

invented by George Marsaglia in 1995. It is an update for the original ran-

dom number test suite, Knuth’s tests.

Knuth designed its test before cryptography became an important indus-
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try, and the suite was later deemed too easy to pass for situations where

enormous quantities of random numbers were needed.

Diehard by design is harder to pass than the Knuth test suite, achieving

the role of a general-purpose battery for non-randomness detection.

2.8 Conclusion

The notion of building a system that generates randomness can seem like an

inconsistency; even with that, over the last decades, researchers have developed

many algorithms that can generate random numbers which can be served as a

source of randomness for many applications.

In this chapter, we have described some characteristics of Random number gen-

erators, their types, and properties, we have also seen that Pseudo RNG does not

produce real random numbers, instead, a random-looking number that can pass

the statistical tests.

We also saw that the uniformity, independence, long period, and efficiency is the

key to build a powerful PRNG.
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Chapter 3

Three Domain Secure

3.1 Introduction

Nowadays, the fastest-growing field of payment is digital commerce, as more

wired devices become payment devices. Consumers have several ways of paying

than ever before, whether through a browser, a smartphone app, or a connected

device. By the next five years, the 30 billion connected devices today will reach

75 billion. [33]

So when a customer makes a digital purchase in a unconventional store, it is much

difficult to check both the transaction and the user identity. Industry research

reports that half of the declined digital trade transactions are actually legal due

to alleged fraud. [34]

Thus, it is more important than ever that the industry goes on to invest in innova-

tive approaches to prevent fraud. Helping issuers and merchants to differentiate

between good and bad transactions would mitigate fraud, thus allowing transac-

tions to continue to occur at lightning speed. 3-D Secure is a significant step in

this endeavor, which will help deter fraud and promote digital trade with fast,

reliable authentication.
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3.2 3-D Secure

3.2 3-D Secure

Protected user authorization protocol for CNP (card-not-present) operations.

This technology is designed to keep payments of goods and services on the In-

ternet safe, protecting cardholders and issuers from card fraud. Initially, the

protocol was developed and proposed by VISA [35].

Visa introduced the 3D Secure 1.0 in the early of mid-2000’s and mentioned it

as Verified by Visa, followed by other credit card schemes (Including MasterCard

SecureCode, American Express SafeKey and JCB J/Secure). It is an XML-based

messaging protocol allowing cardholders to authenticate with their card issuer

when making online transactions of card-not-present (CNP). [36]

This version enables users to take advantage of password protection by adding

a key to their card that is prompted when a transaction is initiated by the au-

thentication process. Although the improvements that 3-D Secure 1.0 brings to

the market in the fight against theft, the technology that only facilitates browser

purchases has been limited as it was released years before smartphones, and the

protocol is not designed to deliver good mobile user experience or to use the latest

authentication methods. [37]

The payments industry recognized the need to develop a new, 3-D Secure spec-

ification because of the other disadvantages and represent current and future

business needs better.

Therefore, as of January 2015, EMVCo, which is an entity that is jointly owned

by major global payment solution companies American Express, UnionPay, JCB,

Discover, MasterCard, and Visa, were developing the EMV 3DS 2 specification

and 3-D Secure 2 were released in October 2016. This new version has emerged

intending to address the disadvantages of its predecessor [38][39].
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3.2.1 3-D Secure 2 Specification

EMVCo published EMV 3-D Secure core functions specification of version 2.

The new specification provides an internationally interoperable framework that

encourages the customer experience across all electronic business channels and

connected devices when a cardholder is authenticated. As mentioned on the site

of EMVCo [40], here are the specifications:

• Supports specific app-based purchases on mobile and other consumer de-

vices and traditional browser-based e-commerce channels.

• Improves the consumer experience by enabling intelligent risk-based deci-

sions that encourage frictionless consumer authentication.

• Delivers industry-leading security features.

• Specifies the use of multiple options for step-up authentication, including

one-time passcodes as well as biometrics via out-of-band authentication.

• Details functionality that enables merchants to integrate the authentication

process seamlessly into their checkout experiences for both app and browser-

based implementations.

• Offers performance advancements for end-to-end message processing.

• Adds a non-payment message category to provide cardholder verification

details to support various non payment activities.

3.2.2 How 3-D Secure 2 works

3-D Secure provides an authentication data link between digital merchants, pay-

ment networks, and financial institutions in order to be able to monitor and
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3.2 3-D Secure

exchange more transaction intelligence.

This protocol adds an additional step of user authorization when paying for pur-

chase from an online store. The first step uses the card information (the expiration

date, the name of the cardholder, and the card verification value (CVV).

In the second step, using the 3-D Secure protocol, the store’s website shows the

card bank’s page, which proposes to enter an additional security code. The client

can receive through a text message in his mobile phone, with the help of a card of

one code or a particular device, and the code can be permanent, pre-established

by the client.

3.2.3 3-D Secure 2 Ecosystem Components and Architec-

ture

The three domains are the merchant/acquirer domain, interoperability domain,

and the issuer domain. The following diagram is of the 3-D Secure 2 process

workflow:
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3.2 3-D Secure

Figure 3.1: EMV 3DS Architecture. [2]

3.2.3.1 Acquirer Domain

The components of the acquirer domain are as follows [37]:

3DS Requestor Environment The 3DS Requestor Environment is a collec-

tive term for components managed by the 3DS Requestor supporting 3-D Secure.

The Environmental components of 3DS Requestor include:

• 3DS Requestor: The 3DS Requestor initiates the authentication request
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(AReq) message and is the conduit for the 3-D Secure data from the Con-

sumer Device. For example, this may represent the existing Merchant web

server for online shopping.

• 3DS Client: The 3DS Client is a part of customer Device that initiates 3-

D Secure authentication. For example, in payment authentication, the 3DS

Client is integrated into the Merchant Checkout as part of online shopping

experience.

• 3DS Server: The 3DS Server provides the functional interface that han-

dles online transactions and simplifies communication between the 3DS

Requestor and the Directory Server (DS).

3.2.3.2 Interoperability Domain

The Interoperability Domain consists of:

Directory Server Managed by a payment network. The DS performs a num-

ber of functions including Authentication of the 3DS Server with the ACS, the

validation of the 3DS Requester (if it is registered and trusted), and maintains

account and ACS routing data, and routing messages between the 3DS Server

and the ACS.

3.2.3.3 Issuer Domain

The components of the acquirer domain are as follows:

• Cardholder: The Cardholder uses a Consumer Device to provide account

information. If required, the Cardholder is required to give additional in-

formation for authentication.
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• Access Control Server (ACS) The ACS includes the authentication

rules and is controlled by the Issuer. ACS functions include: verifying

whether a card number and the device type is eligible for 3-D Secure au-

thentication, and authenticating the Cardholder or confirming the account

information.

3.2.4 3-D Secure 2 Messages

This section introduces the messages defined for 3-D Secure [41].

3.2.4.1 Authentication Request Message (AReq)

The AReq is the initial message in the 3-D Secure authentication flow. In order

to authenticate the Cardholder. The 3DS Server forms the AReq message. It

may include Cardholder, payment, and Device information for the transaction.

Just one AReq message is sent per authentication.

3.2.4.2 Authentication Response Message (ARes)

The ARes is the ACS response of the Sender to the message AReq. It could

indicate that the Cardholder was authenticated, or that further information of the

Cardholder is needed to complete the authentication. There is just one message

with ARes per transaction.

3.2.4.3 Challenge Request Message (CReq)

The 3DS Server sends the CReq message. It initiates the interaction of the

cardholder in a challenging flow and can be used to bring the authentication data

from the holder. There is only one CReq message sent per challenge.
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3.2.4.4 Challenge-Response Message (CRes)

The CRes message is the ACS response to the CReq message. It is the result of the

Cardholder authentication. There is just one CRes response to every challenge.

3.2.4.5 Results Request Message (RReq)

The message on the RReq communicates the authentication or verification results.

ACS transfers the request via the DS to the 3DS server. There is just one RReq

message per each AReq message. The RReq message is not used in a Frictionless

transaction.

3.2.4.6 Results Response Message (RRes)

The RRes message confirms receipt of the RReq message. The message is sent

to the ACS via the DS by the 3DS Server. There is only one RRes message sent

for each RReq message.

3.2.4.7 Preparation Request Message (PReq)

The PReq message is sent to the DS from the 3DS server to request information

about the ACSs and the DS. This message is not part of the 3-D Secure Message

Authentication Flow.

3.2.4.8 Preparation Response Message (PRes)

The PRes message is a DS reply to the PReq message. The 3DS Server can use

the PRes message to store information about ACSs and DS. This message is not

part of the 3-D Secure Message Authentication Flow.
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3.2.5 3-D Secure 2 Authentication Flows

In this section, we will describe the flows specified for EMV 3-D Secure authen-

tication.

3.2.5.1 Frictionless Flow

Frictionless Flow is one of the fundamental differences between 3DS 1 and 3DS 2.

It initiates a 3-D Secure authentication process and consists of an AReq and an

ARes message. It allows issuers to achieve sufficient authentication without com-

municating with the cardholder based on risk-based authentication implemented

in the ACS. [37][42]

3.2.5.2 Challenge Flow

The Frictionless Flow switches to the Challenge Flow in case the ACS assess that

further Cardholder interaction is required to complete the authentication. For

example, a challenge could be needed if the transaction is considered high-risk,

over certain thresholds.

3DS Requestors agree to continue with the challenge or to terminate the process

of 3-D Secure authentication.

3.2.5.3 Non-payment Authentication

Non-payment authentication is one of the features added with 3DS 2, enabling

the protocol to be used for mobile wallet cardholder identification and verification

and not just browser-based payments. This flow is equivalent to the 3-D Secure 2

authentication flow during a web-based purchase but does not include payment-

specific steps such as initiating payment, confirming, etc. [43]
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3.2.6 New authentication options

3.2.6.1 Risk-based Authentication

Risk-based Authentication is the process by which Issuer can enforce frictionless

payments for low-risk transactions. It allows the issuer to have the risk algorithm

applied and the collection of risk rules generated accordingly. Issuers may imple-

ment their algorithm or use independent vendors for such implementation of risk

engines. [44]

Usually, including the evaluation of the history of Cardholder/merchant trans-

action and transaction data, such as amount, location, and device information.

[45]

3.2.6.2 Biometric authentication

Payment systems also widely encourage the use of biometric authentication tools

such as fingerprint matching, voice, and facial recognition. This technology is

becoming mature enough to offer a high level protection and efficiency, as well as

useful consumer experience at checkout. [37]

3.3 Conclusion

3D Secure standard was proposed to reduce fraud and provide added security to

online payments. It introduces “frictionless authentication” and improves cus-

tomers’ purchase experience because of Strong Customer Authentication (SCA).

After we discussed how 3D secure protocol works, and after discussing our au-

thentication method, we are ready to dive into the analysis and design of the

new system we are going to build. In the next chapter, we will talk about the

different uses cases and the system’s context alongside the different processes that

illustrate the dynamic aspects of the system.
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Chapter 4

Analysis And Design

4.1 Introduction

Analysis and design steps are the foundations of the system we will create; these

steps gives a precise and clear idea of our system, defining its scope and the over-

all operations.

In the next section, we present several diagrams that describe the different as-

pects of the our system and its operation (use cases, classes, sequences). The

analysis shows a total abstraction that is independent of any technology or im-

plementation.

This analysis is based on the results of the study of the existing, which allowed us

to assess the current online banking systems, by perceiving the customer’s needs,

and to describe the good behavior that the new system must-have.

4.2 System Context

We will use a context diagram to describe the system’s context and boundaries

to be modeled, which are simply the inside and outside of the new system and
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its relationship with external entities.

He are the high-level components to make our system:

• Merchant Integration Management.

• Account Management.

• Transactions Management.

• Balance Management.

• Authentication System.

• Fraud Detection System.

• Payment Approval System.

• History Management.
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Figure 4.1: Context diagram of our system

4.3 Use Case Diagram

A use-case model describes a system’s functional requirements in terms of use

cases. It is a model of the system’s intended functionality (use cases) and envi-

ronment (actors). Use cases enable you to relate what you need from a system

to how it delivers on those needs.

A use case is a description of the system behavior. That description is written

from the perspective of a user who has just ordered the system to do some par-

ticular thing. A use case captures the visible sequence of events that a system

goes through in response to a single user stimulus. [46]

After analyzing famous payment systems and the new system’s requirements, we
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have created the following use case diagram:

Figure 4.2: Use case diagram of our system

As the diagram suggests, we have several actors that interact in our system

to provide the functionalities in a secure and performant way.

The primary actors for the system are the Merchant and the Cardholder, alongside

different system actors that help accomplish the processes.

The merchant submits some credit card transaction request to the credit card

payment gateway on behalf of a cardholder, and the bank of the cardholder may
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approve or reject the transaction based on different criteria.

4.4 Entity-Relationship Diagram

An Entity-relationship model (ER model) is generally used to describe the data

structure of a given system, with the use of a diagram called the ER Diagram.

This model will be the blueprint of a database that can later be implemented as

a database in any DBMS.

An ER diagram presents the relationship between entity sets. An entity in terms

of DBMS is a table in the database, so by showing the relationship amongst ta-

bles and their attributes, the ER diagram exposes a complete logical structure of

a database.

In our system, the main entities are the users of the system, the merchant, pay-

ment transaction and histories, and orders to pay. Besides several other classes

we used to accomplish the new system functionality, here is an ER diagram rep-

resenting this concept:
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Figure 4.3: ER Diagram of ACS Database
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Figure 4.4: ER Diagram of E-commerce Database

4.5 Class diagram

The class diagram is a central modeling technique that runs through nearly all

object-oriented methods. This diagram describes the types of objects in the

system and various kinds of static relationships between them.

Relationships

• There are three principal kinds of relationships which are essential:

• Association: represent relationships between instances of types (a person

works for a company, a company has several offices).
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• Inheritance - the most apparent addition to ER diagrams for use in OO. It

has an immediate correspondence to inheritance in OO design.

• Aggregation: Aggregation, a form of object composition in object-oriented

design.

One of the most critical subsystems in our system is the ACS. Here is its class

diagram:

Figure 4.5: Class diagram of ACS

The class diagram is a central modeling technique that runs through nearly

all object-oriented methods. This diagram describes the types of objects in the

system and various kinds of static relationships between them.
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4.6 Sequence diagram

The Sequence Diagram models the collaboration of objects based on a time se-

quence. It shows how the objects interact with others in a particular scenario

of a use case. With the advanced visual modeling capability, you can create a

complex sequence diagram in a few clicks. Besides, some modeling tools such as

Visual Paradigm can generate a sequence diagram from the flow of events you

have defined in the use case description.

We will present three principal sequence diagrams the are the core processes in

our new system:

1. Payment Workflow: When a given user makes a payment, a complex

process will rise in the background, from identifying and authenticating the

user to assessing a risk-based score of the transaction. A complete picture

can be shown in the next diagram
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Figure 4.6: Sequence diagram of ACS

2. Registration Workflow: When new users subscribe into the application,

our system will exchange several parameters to assure the security of our

users, such as the exchange of the public keys to ensure strong cryptography,

and the seed and sequence, which are parameters for generating random

numbers that are entirely different in each user. Here is a complete diagram

that presents this process:
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Figure 4.7: Sequence diagram of Registration

3. Login: Authenticating users is also a critical task. Many things need

to happen to ensure our cardholders’ security, and we can resume all the

process in the following sequence diagram:
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Figure 4.8: Sequence diagram of Login

4.7 Conclusion

In this chapter, we started the design of our new system. We first defined the

requirements and functionalities of the system. We saw the generic design phase

in which we detailed each module’s study by determining the different types of

classes and entities. Finally, we saw the system from the dynamic perspective,

how each component interacts to deliver highly secure communication and au-

thentication for payment purposes.

In each security point that we mentioned in this chapter, and the previous ones,

we have worked on it separately, In the following chapter, we will present the

different technological choices to address each security point, that way we ensure

having a secure environment.
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Chapter 5

Technological Choices

5.1 Introduction

Throughout this thesis, we have used many technologies and standards to achieve

our work.

With all the choices available and the additional research and works, it is hard

to choose what works best regarding various aspects such as performance and

security; we will describe the technologies and their uses in our overall system in

this chapter.

5.2 RNG Choice

We used the user’s password with our two-factor authentication solution, plus two

randomly generated random numbers. These two numbers can uniquely identify

a single user because that pair of numbers will not be generated by any user other

than this one.

To generate numbers, we had to select an algorithm that will generate these

numbers, plus additional property, which is the non-repetition of any two numbers
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in any series.

We had decided to choose the PCG [47] algorithm in our solution for generating

random numbers, correctly, the XSH-RR 64/32 version.

5.2.1 Permuted Congruential Generator (PCG)

PCG was released in 2014; it is a pseudorandom number generation algorithm

that applies an output permutation function to improve the statistical properties

of a linear congruential generator modulo-2n. PCG achieves excellent statistical

efficiency by utilizing fast and compact code, alongside small states and other

useful assets.

Here is a comparison provided by the PCG official [48] web site:

Figure 5.1: PCG Comparison to other algorithms

PCG uses a linear congruential generator as the state-transition function,

The output uses permutation functions on tuples to produce a much more random

output than the RNG’s internal state. [47]
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It has a period of 264, 64 bits for the internal state, and an output of 32 bits;

for the speed benchmark performance, it produces a random number in 0.66

nanoseconds. [47]

It comes with many great features such as multiple streams and seek-ability

(moving forward or backward in the sequence) [47], which we need in our solution

for efficiency search.

Before jumping to the code, we should mention that to generate random numbers,

we need two inputs, something called the seed, and the other is the sequence

number or the increment. Using these two numbers, the algorithm will create

the inner state and use the sequence to generate each number. To ensure that

each user has its own number sequence, each user needs to have a unique seed

number among all the users, and this feature is assured by the server whenever a

new user is created in the system; it will generate unique numbers.
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Here is the code source of the 32 bit version of the algorithm:

#include <stdint.h>

// Or something seed-dependent

static uint64_t state = 0x4d595df4d0f33173;

static uint64_t const multiplier = 6364136223846793005u;

// Or an arbitrary odd constant

static uint64_t const increment = 1442695040888963407u;

static uint32_t rotr32(uint32_t x, unsigned r) {

return x >> r | x << (-r & 31);

}

uint32_t pcg32(void) {

uint64_t x = state;

unsigned count = (unsigned)(x >> 59); // 59 = 64 - 5

state = x * multiplier + increment;

x ^= x >> 18; // 18 = (64 - 27)/2

return rotr32((uint32_t)(x >> 27), count); // 27 = 32 - 5

}

void pcg32_init(uint64_t seed) {

state = seed + increment;

(void)pcg32();

}

58



5.3 Risk-Based Authentication

5.3 Risk-Based Authentication

One of the significant advantages of using 3 Domain Secure version 2.0 is evalu-

ating each transaction with a risk score to see whether it needs extra checks, so

less disruptive authentication will occur and better user experience.

Another term for this concept is Frictionless authentication. It allows businesses

and their payment provider to send more data elements on each transaction to

the cardholder’s bank, such as contextual data.

Suppose this data is enough for the bank to trust the real cardholder. In that case,

the latter is making the purchase, the transaction goes through the frictionless

flow, and the authentication is completed without additional requirements.

Nevertheless, if the bank decides it needs further proof, the transaction is sent

through the ”challenge” flow, and in our case, the customer will do the challenge

in his phone with our mobile application.

To assess whether a transaction requires an additional verification to make sure

that the real cardholder is making the purchase, we have used the customer lo-

cation and the transaction amount.

The location is used to see if this is the usual place the customer is shopping

from, if a new site appears, we check it and then add it to the trusted places for

further purchases.

The amount is also used to check if the transaction exceeds a specific value we

set or if the previous transaction’s sum exceeds another specified value in the last

24 hours.
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Here is a formal pseudo-algorithm for our risk-based authentication in our

new system:

inputs: credit_card_information , user_region , transaction_amount

algorithm:

if (user_region is in previous_approved_regions):

if (transaction_amount > normal_threshold or

(previous_amounts in last 24 hours) > threshold_of_24_hours):

do_validation_check()

else:

do frictionless authentication

else:

result = do_validation_check()

if(result == true):

add user_region to previous_approved_regions

5.4 Key Exchange Protocols

We want to exchange the data between our back-end and mobile applications

securely in our solution, so we need to apply cryptography to protect the user

data. The first thing to tackle when implementing cryptography is to set a key

to use for both parties that encrypt and decrypt the data; we are talking about

key exchanges.

Key-exchange protocols are mechanisms that allow two parties already com-

municating over an insecure channel to generate a shared secret key without

revealing it to someone listening to their conversation.

Our work has used the Elliptic Curve Diffie–Hellman Key Exchange or ECDH,

which relies on Elliptic curves’ power alongside the Diffie and Hellman Protocol.

The allows two parties having each an elliptic curve public-private key pair, to

establish a shared secret key over an insecure channel. [49]
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ECDH is very similar to the classical Diffie–Hellman Key Exchange

(DHKE) algorithm, but it uses ECC point multiplication instead of mod-

ular exponentiations. The basic of ECDH is the property of EC points:

(a * G) * b = (b * G) * a

Suppose we have two secret numbers a and b (which means two private keys,

belonging to Alice and Bob) and an elliptic curve with generator point G. In that

case, we can exchange over an insecure channel the values a * G and b * G (the

result of the multiplication is the public keys of Alice and Bob), and then we

can derive a shared secret:

secret = (a * G) * b = (b * G) * a

The above equation takes the following form:

alicePubKey ∗ bobPrivKey = bobPubKey ∗ alicePrivKey = secret

The ECDH algorithm (Elliptic Curve Diffie–Hellman Key Exchange) is trivial:

1. Alice generates a random ECC key pair: alicePrivKey, alicePubKey =

alicePrivKey * G}

2. Bob generates a random ECC key pair: bobPrivKey, bobPubKey =

bobPrivKey * G

3. Alice and Bob exchange their public keys through the insecure channel

(e.g., over the Internet)

4. Alice calculates shared key = bobPubKey * alicePrivKey

5. Bob calculates shared Key = alicePubKey * bobPrivKey

6. Now both Alice and Bob have the same sharedKey == bobPubKey *

alicePrivKey == alicePubKey * bobPrivKey

The other vital thing to mention about elliptic curve cryptography is the key
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size; the elliptic curve requires less key length than the popular algorithm RSA

to achieve the same security level. [50]

The choice of key bit lengths in the range of 160–256 in ECC will provide

security equivalent to 1024–3072-bit in RSA.

Here is a table that shows the comparison:

Minimum size (bits) of Public Keys Key Size Ratio
Security (bits) DSA / RSA ECC ECC to RSA / DSA

80 1024 160-223 1:6
112 2048 224-255 1:9
128 3072 256-383 1:12
192 7680 384-511 1:20
256 15360 512+ 1:30

Table 5.1: RSA and Elliptic Curve Key Size Comparison

5.5 Cryptography Algorithm

Now we have a shared key between the server and the mobile application; we

can encrypt and decrypt the data sent between these two parties. Primarily, we

need that encryption to secure the first connection to exchange the seed and the

sequence numbers required by the PCG Algorithm to generate two numbers.

Many algorithms provide proper security encryption and excellent perfor-

mance results in both encryption and decryption operation. We decided to use the

NIST recommended algorithm Advanced Encryption Standard (AES) to provide

highly secure cryptography using the previously generated key.

5.5.1 Advanced Encryption Standard

AES is the most widely used symmetric cipher today. AES has a robust mathe-

matical structure, unlike DES, the basics of most of its operations are on arith-
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metic in the finite fields F28 and F2.

Even though the term ”Standard” in its name only refers to US government ap-

plications, the AES block cipher is also mandatory in several industry standards

and is used in many commercial systems. [49]

The commercial standards that include AES are the Internet security standard

IPsec, TLS, the Wi-Fi encryption standard IEEE 802.11i, and the secure shell

network protocol Secure Shell (SSH), the Internet phone Skype and numerous

security products around the world. To date, there are no attacks better than

brute-force known against AES. [49]

5.5.1.1 How it works

AES is a block cipher that does not rely on the Feistel cipher; instead, it is

designed as a substitution-permutation network or SP-network. However, AES

does have several similarities with DES. Block ciphers based on the SP-network

design consist of a series of rounds, each consisting of a key addition phase, a

substitution phase, and a permutation phase.

The idea is that the permutation phase aims to produce an avalanche effect by

spreading out differences in input to other parts of the state as quickly as possible,

performing a diffusion process. The substitution phase is the main non-linear

component, and this aims to introduce as much non-linearity, or confusion, into

the output as possible.

5.6 Digital Signature

In our solution, we also want to validate the authenticity of the two parties’ mes-

sages. When it comes to verifying digital messages’ integrity and authenticity, we

have to use digital signature algorithms to know whether a transmitted message
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was altered or not.

Multiple powerful algorithms can provide such a feature. We need balance in

terms of efficiency and security, for that we used the Elliptic Curve Digital Sig-

nature Algorithm (ECDSA) alongside SHA256.

Here are NIST-approved digital signature algorithms

• DSA.

• RSA.

• ECDSA (our choice).

While RSA is a secure algorithm, Elliptic curves have several advantages

over RSA. In particular, in the absence of strong attacks against elliptic curve

cryptosystems, bit lengths in the range of 160–256 bit can be chosen, which

provide security equivalent to 102 –3072-bit RSA schemes. [49]

5.7 Secure Communication Choices

To secure communication between our server and different entities in the system,

we used the SSL certificate scheme to provide highly secure transmission. That

way, our users’ information are protected against any attacks.

We used a default configuration to create a certificate that contains the following

parameters: ‘

• The cryptographic algorithm to generate the key pair is RSA;

• The size of the key used is 2048 bits.

• The signature algorithm is SHA256 with RSA.

• The encryption and decryption algorithm is AES 256
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5.8 Token Authentication

To protect our server endpoint for unallowed calls, we used the token authentica-

tion mechanism to prevent access to only the allowed parties to call the endpoint.

Our user’s application requests the endpoints for login, payment history, payment

confirmation, and other services; we want only our users to access it. Any regis-

tered user will have a token to make him allowed to request the endpoints.

To be exact, we used Json Web Token (JWT), an open standard (RFC 7519). It

works like the following:

• The server generates a token that certifies the user identity.

• Sends the token to the client.

• The client will send the token back to the server for every subsequent

request.

• The server verifies the token to know that the request comes from a parti-

cular identity.

5.9 Conclusion

This chapter discussed several security issues and how to solve them using some

technologies and protocols. In the next chapter, we will see the software, lan-

guages, and frameworks we used during the development and some of our appli-

cation screenshots.
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Chapter 6

Implementation

6.1 Introduction

After we had talked about the analysis and design, expressing the needs and

modeling the system to be developed, we will move to the final phase of our

graduation project, this phase will discuss the big and the subtitles of how we

had implemented these models to create our solution to the problem.

The implementation of our project requires a number of technology and devel-

opment tools. We have chosen them on the basis of their characteristics that we

deem suitable to meet our needs.

We will see our work environment, the software, and IDE’s we used then we move

to the languages, frameworks, and database systems, and finally, we will wrap

up this chapter by presenting the main interfaces of the different users of our

application.
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6.2 Mobile and Web Platforms

During this project, we have developed mainly three software that interact with

each other to provide the described functionalities and features to the users.

Ecommerce: We first developed the E-Commerce website, which provides the

customers with some books to buy, this website will help us demonstrate the use

of our payment system throughout buying books and checkout.

Mobile Application: We have also implemented an Android application that

responds to our customers need, it has the ability to register new users, check

their identity, confirm and decline payment request, and show users histories, we

will present some of the screenshots later on.

Back-end Server: This is the main and the core component in our system,

it interacts with the Android application throughout RESTful requests, it has

all the security measures required to provide a highly secure environment to our

users, and to provide payment functionalities to merchant websites (like the e-

commerce we built).

6.3 Tools and Technologies

6.3.1 Server

Intellij IDEA: IntelliJ IDEA is an Integrated Development Environment (IDE)

for JVM languages. It is developed by JetBrains, and it provides great features

like code completion and navigation, integration with build/packaging tools like

maven and gradle, It supports version control systems like Git, and many other

features.
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Java: Java is a class-based, object-oriented programming language. It is a

general-purpose programming language intended to let application developers

write once, run anywhere, meaning that compiled Java code can run on all plat-

forms that support Java without the need for recompilation. it also provides a

high level of security in code and scalability in entreprise systems.

Apache Maven: Maven is a build automation tool mainly used for Java ap-

plications, and is a tool for software comprehension and project management.

Maven is able to manage the build and lifecycle, report, and the documentation

of a project from a central piece of information, based on a Project Object Model

(POM) concept.

Spring: Spring is the most popular open source application development frame-

work for enterprise Java. Used to produce high-performance, testable, and reusable

code. Spring is used to create web applications over the Java EE platform. The

Spring Framework targets to facilitate the use of Java EE development and pro-

mote good programming practices.

Spring Boot: Spring Boot is a Java-based open source framework that is used

to build stand-alone and production ready spring applications that you can just

run. This offers efficient management of REST web services, back-end server and

enterprise application in general.

Spring Data: The goal of Spring Data is to provide a common and reliable,

Spring-based programming model for data access while maintaining the unique

characteristics of the underlying data store. It facilitates the use of technolo-

gies for data access, relational and non-relational databases, and more. It is an

umbrella project that includes multiple subprojects unique to a given database.
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The projects are being developed by working with a lot of the companies and

developers behind these exciting technologies.

Spring MVC: The Spring MVC is a framework that provides architecture for

the Model – view – controller (MVC) that divides the related program logic into

three interconnected elements which is the input logic, business logic, and UI

logic, while having a loose coupling between them.

Spring Security: Spring Security is an efficient and easily configurable frame-

work for authentication and access control. It is the standard used to secure

Spring-based apps.

Spring Security is a framework which aims to provide Java applications with both

authentication and authorisation. As all Spring projects, Spring Security’s true

strength lies in how quickly it can be extended to fulfill personalized specifica-

tions.

Web Technologies

1. HTML5 (Hypertext Markup Language 5): is a markup language used

to describe the structure and content of web pages.

2. CSS3 (Cascading Style Sheets): is a language for managing the presen-

tation and formatting of web pages. (Positioning of elements, fonts, colors,

sizes, etc ...).

3. JavaScript (JS): it is an object oriented scripting language used to ener-

gize web pages and allow user interaction. It is run at the browser level.

4. Bootstrap Framework: Bootstrap is a CSS Framework which has a grid

to facilitate the management of the formatting of HTML pages. It also offers
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design components based on HTML and CSS with a Responsive design that

allows a display that adapts to the size of the screen, whether it is a tablet,

a smartphone or a computer.

5. Thymeleaf: Thymeleaf is a modern server-side Java template engine ca-

pable of rendering HTML, XML, JavaScript , CSS, and even plain text,

for both web and standalone environments. Thymeleaf’s main objective

is to provide an elegant and highly-maintainable way to build models. It

strengthens internal collaboration and fills the divide between design and

engineering teams, which also helps them to thoroughly test models. We

used this template engine in the 3D-Secure challenge confirm payment form.

MySQL: MySQL is a Database Management Systems. It consists of a data

and rights definition language as well as a data manipulation language. It has

the advantage of being portable (it can be compiled on several platforms like

Windows, Unix… etc.). Moreover, it is easy to use, standard (it uses SQL),

robust, free, and it is fully supported by many programming languages.

JavaFX: JavaFX is a Java framework for building RIA (Rich Internet Applica-

tion) created by Sun Microsystems which now belongs to Oracle, JavaFX becomes

the official graphical user interface (GUI) creation tool of the Java language, for

all kinds of application (mobile applications, desktop applications, embedded sys-

tems, etc.). JavaFX contains a variety of tools, including audio and video media,

2D and 3D graphics. We have used this framework to build management appli-

cations for our 3-D Secure system.
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6.3.2 E-Commerce

Visual Studio Code: Visual Studio Code is Microsoft’s free source-code edi-

tor. it provides debugging support, smart code completion, syntax highlighting,

code refactoring, and more. We used this software to develop the Angular web

application in our system.

Angular: Angular is an open-source framework created by the Google team,

based on TypeScript and used in the front-end to create efficient and sophisti-

cated single-page web applications. Angular is a complete rewriting from the

same team that constructed AngularJS. It aims to simplify the development and

testing of such applications by providing a framework for client-side MVC and

MVVM architectures, together with components commonly used in wealthy In-

ternet applications.

Typescript: TypeScript is an application-scale JavaScript language. It adds

optional types of JavaScript that support utilities on any Operating system for

JavaScript large-scale apps on any browser and host. TypeScript compiles for

readable, and standards-based JavaScript.

Firebase: Firebase is a platform developed by Google for creating mobile and

web applications. It has several services that help to build mobile and web ap-

plications much faster because of the serverless nature it uses.

We have used the following services from the database:

• We have used the Firebase Firestore Database as a NoSQL database for

our eCommerce to store prices and descriptions of items.

• We used Firebase Storage to store the corresponding product images.
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• And finally, we also used Firebase cloud messaging to deliver notifications

to our users when they need payment confirmation.

6.3.3 Android client

Android Studio: Android Studio is the standard Integrated Development En-

vironment (IDE) for Google’s Android operating system, built on JetBrains’ In-

telliJ IDEA software and designed specifically for Android development. We used

this software to develop and debug the Android application in our system.

Kotlin: Kotlin started at JetBrains, the company behind IntelliJ IDEA, in

2010, it is a cross-platform, statically typed, general-purpose programming lan-

guage with type inference. It interoperates fully with Java, and the JVM version

of Kotlin’s standard library depends on the Java Class Library. Still, type infer-

ence allows its syntax to be more concise.

Version Control System The VCS, for short, is a system that allows multiple

managing revisions of the same unit of information. Software developers use it

to keep track of the revision of the project. It can be used by anyone who works

with digital assets, Designers, scriptwriters, and so one.

It is useful because:

• Enforce Discipline with VCS

• Archiving Versions of the same files

• Maintain Historical Information

• Enable Collaboration with others

• Recover from accidental deletion or edits
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• Conserve Disk Space and managements.

There are many Version Control Systems out there, and Git is an example of VCS

we used in our project to manage our code versions to recover in case of error

and enable collaboration between us and because it is simple and easy to learn.

Also, it provides a graphical Web interface Called GitHub to see and visualize

the content.

6.4 Platforms Presentations

As you have noticed, our system is composed of different entities that interact

with each other as the following diagram shows, in this section, we will present

some of the screenshots of our newly implemented system.

Figure 6.1: Our System View
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6.4.1 Ecommerce

To demonstrate the payment process we had to create an E-commerce website

that acts as a merchant website, it contains books and has some basic functional-

ity to allow users to checkout and enter their payment preferences to buy books.

Home page (browse goods): From this page, you can select the goods and

the quantity you want to buy.

Figure 6.2: Ecommerce - Home page

Shopping Cart page: From this page, you can manage the products selected

to buy by deleting or changing their quantity.

74



6.4 Platforms Presentations

Figure 6.3: Ecommerce - Shopping card page

Checkout 1 - Billing information: This is the first step in the checkout,

from this page you fill in the billing information that you want to receive the

package to.

75



6.4 Platforms Presentations

Figure 6.4: Ecommerce - Fill billing information on checkout page

Checkout 2 - Credit Card information: From this page, you fill in the

credit card information with which you want to buy the cargo.
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Figure 6.5: Ecommerce - Fill credit card information on checkout page

Checkout 3 - ACS Purchase Authentication: The ACS (issuer bank) con-

firm the identity of the cardholder by opening an iframe on the e-commerce

website and asked to fill additional information (password). Which means there

is a direct contact between the cardholder and the ACS.
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Figure 6.6: Ecommerce - ACS purshase authentication iframe

Checkout 4 - Risk-based Authentication (phone confirmation): ACS

assesses risk based and if you cross the threshold, it opens the page bellow and

requires a phone confirmation to complete the purchase.
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Figure 6.7: Ecommerce - Risk-based Authentication iframe

Checkout 5 - Order Completed: The order completed and payment autho-

rized.
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Figure 6.8: Ecommerce - Order completed page

Our Services page: This page shows our offered services.

Figure 6.9: Ecommerce - Our Services page

Our Privacy page: This page shows the privacy and security we provided to

our clients.
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Figure 6.10: Ecommerce - Our privacy page

Download our Applications page: From this page you can download our

mobile applications.

Figure 6.11: Ecommerce - Download our mobile applications page

Admin Dashboard: This page represents the admin dashboard, from here you

can manage products (e.g. add new products).
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Figure 6.12: Ecommerce - Admin Dashboard

Account settings - Change password: From this page you can change the

password of your account.

Figure 6.13: Ecommerce - Change password (Account Settings)

6.4.2 Android client

In the Android application, we show the main screenshots that showcase our

result, even though many of the big processing is happening in the background

(from generating numbers to authentication and validation of transactions):
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Registration and Login: From this page you can login to your account or

create a new one.

Figure 6.14: Android Client - Login and Registration page

Entering the App: To enter the application, you need to type your PIN code

or use your fingerprint for authentication.
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Figure 6.15: Android Client - Pin and fingerprint validation page

Payment Notification and Confirmation: When risk-based required a phone

confirmation, you will receive a notification and you can confirm or decline the

payment, like the following:
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Figure 6.16: Android Client - Notification and payment confirmation page

Payment Transactions History: This page shows the transactions history

you made on your account.

Figure 6.17: Android Client - Payment transactions history page
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6.4.3 Administration

We have also created separate software stacks for managing the system, so we can

get an overview of how the system is running, manage clients, and much more,

here is some screenshots to demonstrate that.

6.4.3.1 Access Control Server (ACS - Admin)

Home: From this page you can quickly access the different parts of the appli-

cation,

Figure 6.18: ACS Admin - Home Page

Manage Clients: From this page you can see registered clients and you can

create and manage their credit cards.
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Figure 6.19: ACS Admin - Manage Clients page

Statistics: From this page you can see some of global statistics of the access

control server.

Figure 6.20: ACS Admin - Statistics page
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Traceability (Transactions history): The page below shows the traceability

of all past transactions made on our system.

Figure 6.21: ACS Admin - Traceability (Payment History)

6.4.3.2 Authentication History Server (AHS - Admin)

Transactions History: The page below shows the traceability of all past trans-

actions made on our system.
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Figure 6.22: AHS Admin - Transactions History

6.5 Conclusion

In this chapter, we have presented the implementation of a prototype of our

Payment System platform

We first outlined the different technologies used for the implementation as well as

the development environment. We have opted for choices of tools and techniques

that are widely used today in the development of web and mobile applications,

and finally, we have exposed the basic functionalities offered in our platform

through examples.
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The present work aims to respond to a need for a method of authenticating equip-

ment and clients by defining a method of generating random numbers, which is

the core idea behind the identification and authentication mechanism. As a use

case, electronic commerce seems to be a well suited one. To be at the same level

as what is done, we have faithfully implemented the 3-D Secure protocol version

2.0 of EMVCo.

We have presented and solved several security points using state of the art tech-

niques, standards, and protocols that exist to achieve a certain level of security

of services and servers.

Our work still needs a lot of polishing and maintenance to reach the best security

and availability level. Since we were limited by the time and the available re-

sources, we would like to add several other concepts like improving the Random

number generation so authentication can happen more rapidly and seamlessly.

Apart from the RNG point, we want to complete the ACS administration system

to fully control the system and complete the payment process (interbank com-

munication).

Besides the current Risk-Based assessment that we have implemented, we wanted

to create an expert system or train machine learning or deep learning models to

detect fraud. This way, we do not rely only on simple data like amounts and

regions, and this allows the system to identify in real-time if the customer is

makeing the purchase himself or someone is using his information. And at the
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same point, we also want to validate the merchant’s identity to ensure that the

merchant is not fraudulent.

Finally, to improve our transactions system’s credibility and transparency, we

want to add the Blockchain technology in history payments or transactions.
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