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NOTICE DE SECURITE N 2 1/2022 du 20 Janwer 2022
A Messieurs les Présidents des Conférences Régionales:
A Mesdames et Messieurs les Chefs d’établissement
A Mesdames et Messieurs les responsables des cellules dela securlte informatique

Objet : Failles de sécurité critiques dans les sites développés avec- CMS WordPress; produits VMware
produits Fortinet, noyau Linux de Red Hat, de SUSE et d’Ubuntu ; ‘produits.F- Secure, Apache httpc
produits GitLab, produits Stormshield, ‘navigateurs Google Chrome,. ‘Mozilla Firefox et Microsoft Bdge
Tenable, Mozilla. Thunderbird, produits F5, prodults Mlcrosoft, Microsoft: Ofﬂce, throsoft Window:
MongoDB, base de données H2, Citrix- Workspace App, ercshark ' . -

J’ai ’honneur de vous fa.Lre part de Ja notice de secunté étabhe & la suite de: la découverte de multiple
vulnérabilités critiques dans les' sites développés avec CMS: WordPressJ produjts VMware, produii
Fortinet, noyau Linux de Red Hat, de SUSE et d’Ubuntu ; produzts F-Secure,vApache httpd, produii
GitLab, produits Stormshield, navigateurs -Google Chrome, Mozilla: Firefox -t -Microsoft Edg:
Tenable, Mozilla Thunderbird, produzts F5, produrts Microsoft,: erosoft Office;. Mzcrosoft Window
MongoDB, base de données H2, Citrix Workspace App, ereshark

I. CMS WordPress:

Toutes les versions WordPress antérieures a 5.8.3 sont-affectées.

1. RISQUES :
— Exécution de code arbitraire & distance,

— Injection de code indirecte & distance (XSS). -

2. CORRECTION - PARADE:
Metire 2 jour WordPress vers la version 5.8.3.

3. SOURCES:

WordPress: ; : -
https://wordpress. org/news/2022/01/wordnress—S 8- 3- secung-releas’\' By

AML



I1. Produits VMwai‘e:_ '

‘Les versions : : Ay
- VMware Workspace: ONE Access: (Aceess) 21.08:x
- VMware Workspace ONE Access (Access) 20.10:x
— VMware Identity Manager (vIDM) 3.3.5.x
—  VMware Identity Manager (VIDM)-3.3.4.x
- VMware Identity Manager (vVIDM) 3.3.3.x’
—  VMware vRealize Automation (vIDM) 7.6.x
- VMware Cloud Foundation (VIDM) 4.x
— VMware Cloud Foundation (VRA) 3.x
- vRealize Suite Lifecycle Manager (vIDM) 8.x
- VMware Workspace ONE UEM console 2105 antérieures 21.5.0.37
~  VMware Workspace ONE UEM console 2102 antérieures a 21.2.0.27
- VMware Workspace ONE UEM console 2011 antérieures 2 20.11:0.40

- VMware Workspace ONE UEM console 12008‘antéﬁeures-.é'_20;0.8136 =3

- VMware ESXi 7.0
- VMware ESXi 6.7 antérieures & ESXi670-202111 101-SG
— VMware ESXi 6.5 antérieures-& ESXi650-202110101-SG
—  VMware Workstation 16.x antérieures 2 16.2.0°
—  VMware Fusion 12.x antérieures 2 12.2.0
-~ VMware Cloud Foundation 4.x
- VMware Cloud Foundation 3.x
- Spring cadriciel 5.3.x antérieures & 5.3.14
- Spring cadriciel 5.2.x antérieures 4 5.2.19
sont affectées.

1. RISQUES :
— Contournement de la politique de secunte
— Exécution de code arbitraire,
— Atteinte 2 l'intégrité des données.

2. CORRECTION - PARADE:
Mettre & jour vers les versions stables. .

3. SOURCES:

VMware: )
https /[www.vmware: com/secuntv/advmones/VMSA 2021 0030 html
https.//www.vmwaue.com/secuntv/adwsones[\/’MSA-2021 OOZQ.htHﬂ

2022-000L:hemi -

hitps://www.vmware.com/security/advisories/VMSA-

https:/kb.vmvare.com/s/article/87249

https://tanzu.vimware.com/security/cve-2021 -22060';_
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L Prodmts Fortmet'

Toutes les versions FortiAuthenticator- anteneures 264, 1 sont a.ﬁfectées

1. RISQUES :

—  Contournement de la politique-de sécunte

2. CORRECTION - PARADE:

Mettre & jour FortiAuthenticator vers la version-6.4.1.

3. SOURCES:

Fortinet:
https:/Www fortiguard.com/psirt/FG-IR-21-212
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IV. Noyau Linux Red Hat:

Les versions: -

Red Hat 'Op:ﬂShif@Contaihqrs.PIacfounz'4;6 antérieures 34:6:52
Red HatOpenS ﬁ&Conﬁai’i;ef:--PIaﬁfonn4 “antérieures 40

Red Hat OpenShift Container Platform 4.8 antérieure:

Red Hat Enterprise Linux:Server7 x86.64 -

Red Hat Enterprise Linux Workstation 7 %8664

Red Hat Enterprise Linux Desktop 7 x86_64-

Red Hat Enterprise Linux for IBM z Systems 7 s390x

Red Hat Enterprise Linux for Power, bigrendian 7 ppc64: -

Red Hat Enterprise Linux for Scientific:‘Computing 7 x86-64 .

Red Hat Enterprise Linux for Power, little-endian 7 ppc64le-

Red Hat Enterprise Linux for Real Timé 7 x86_64

Red Hat Enterprise Linux for Real Timefor NFV 7 x86._64

Red Hat Enterprise Linux for x86_64 - Extended Update Support 8.2 x86_64 -

Red Hat Enterprise Linux Server - AUS 8.2 x86_64

Red Hat Enterprise Linux for IBM'z Systems - Extended Update. Support 8.2:s390x

Red Hat Enterprise Linux for Power, Jittle.endian - Extended-Update:Support 8.2 ppcbale
Red Hat Enterprise Linux Server - TUS 8.2 x86_64 B

Red Hat Enterprise Linux for ARM 64 - Extended Update Support 82aarch64. .

Red Hat Enterprise Linux Server (for IBM Power LE) - Update Services for SAP Solutions 8.2
ppcbdle ' g D S SRR .

Red Hat Enterprise Linux Server - Update Services for SAP: Solutions 8:2.x86_64

Red Hat CodeReady Linux Builder for x86;64_-"Exténded.lipdétfe ‘Support 8.2 x86_64

Red Hat CodeReady Linux Builder for Power, Tittle endian - Extended Update Support 8.2
ppcbale ) . A N '

Red Hat CodeReady Linux Builder for ARM 64 - Extended Update JS‘uépp’rt’.-S .2.aarch64

Red Hat Enterprise Linux for Real Time - Telecommunications Update Service 8.2 x86_64
Red Hat Enterprise Linux for Real Time for NFV - Tclecdminunicatioris’ Update Service 8.2 .-
x86_64 : - K

sont affectées.

1. RISQUES:

Déni de service,
Elévation de privileges,
Exécution de code.arbitraire & distance.

2. CORRECTION - PARADE: : S
Installez les correctifs de'sécurité dispoi}ibles sur lesdiéns.ci-dessous:

3. SOURCES:
Red Hat:

https://access.redhat.com/errata/RHS A-2021:5227

https://access.rednat.cOmY errala/ R Az L 2 2 ns t

h

htips://access.rednat:coMVerTalai R I AL e 2 =2 212

https://access.redhat.com/securiw/cve/cve.—202'.1.-4125 _

Ly s://access:redhatacomlerrata/RHSA-ZGZ1-':'524-1

https-//access.redhat.com/errata/RHS A-2022:0063 .

httgs:»//access.redhat.com]e‘rrata/RHS"A-—Q-@ZZiQO65 ‘j, - V
https://access.redhat.-com/errata/RHSA-1202-2:10072‘ A

https:// access.redhat.cOm]erfatafRHSA-2022‘.’O()7=8 ;

§
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XX, Wireshark: -
Les versions :
- Wireshark 3.6:x antérieures 43:6.1
_  Wireshark 3.4.x antérieures 3 3411 © . -

sont affectées.

1. RISQUES :

— Déni de service a distance.

2. CORRECTION - PARADE:
Mettre a jour Wireshark vers les versions stables.
3. SOURCES:

Wireshark:

htt
htt

d-sec-2021-17.htm] -
a-sec-2021-18.html
a-sec-2021-19:html :
a-sec-2021-20:html =
a-sec-2021-2Lhtml - -
a-sec-2021-22 html- -

DIFFUSION: La sécurité est I'affaire de tous, dans I'intérét de-tout le-morde, merci*d'aésurer la diffusion
de ces informations la plus large-entre et dans les établissements. y 5, . '

" Salutations cordiales.

¢

s 128



aasal

Onilagally BILY1 3ilis pandl (ot gp daliadl e alise 106 Falall

0 Db
& G

Photos - attestation_travail MEBDOUA Belgacem.jpg R
) o °
‘ Photos - transf_ensjpg 5 Ko .

s35Lw VI

Photos - progresjpg

=+Q m O 2 # K-~

a5lull Gblus

Jagas b sl

bl gyl &

Ry
cacaron0s
BEXRABEN Amive
Upi oty
w w T
Gty S OUDI/IO00: i S
PROGRES Zae) J sl Silaglas
MEBDOUA Betgacen iyons e
el 000DATE A () 4
Nom wlusess : ADwin
i s (3 i

Mot de pavee - 141810 9

i 129 s



Aaal) Akl 107 galal)

IR (PILW]
Aalall 50 b 355 4ad)) Jen Anall Ll t Y1 nal
Taibsll oda Jaahi Lad dag Ol faSinlias (Siwe o b)) caad)) la da-1
Saale Gy Oy T30S )l daddy Jsa daasl) S5l Ciph e @h)E lia da -2
failgl Ul o Lghals
)l Lin ol i€ e (31550 Daaalin ilanag Bl ol Ja— 3
025 Y1 Dolee (8 Alawiendll byl Al 4
Sty pabul) @lli sladia) (4 Gaaide s Ja =5
9(Aylads sraall dilie o Auilas o) dagide) Lediicsall LinslsiSl) pealll £ 53l — 6
Somallly ol 4l aladial e cpu)laVlg cpplagal) cuyn 5 Ja= 7
daalall 5 llian & 3300 A8 Al Cilleall 20 20 1 SBY gadl)
$( Ay o) Lasall A ) dadsll ilis 2 -1
Phaalall Hlaly aSallias b LaslsiS 555 ae duliall G850 Ja—2
¢ ddasesgl) Liady Lguadlea olgns) U8 d)lall dddslhac oS -3
(el dacly candyY) aalaliy Caiial (ge ) Al Sbleall S5 Ja —4
9( dalad) e poanmsall Canae L)1) i o oS Al lilaall g43 2l =5
(g el ) Jaiall dlee ¢lsil ol =6

¢ LYl bagyd dllia Jag ¢ g iY) Cand V1 e g DY) 2 cas -7

e 130

L



sk

Laalal) 5ya) syl dabiaas Luaa ) 3N Zad )l ClEl eadll

(Lot Jase) Jie lgelsil IS0 A 51 ilatall daalal) 4l aladiud sk —1

Caige o daalall jigw Ja—2

lenls ol Lealad) Jals @laal) 5 clbladll e (PleY) Lali (a)adsall 138 ddeld asle =3
?(ashall

Ggeddied Ja daalall 8)la) Huwdy aa e disdll Gaje g alail Gilaalad) pladind xe =4
faaladin) Jb CaSy ¢ aUaill Jaa

¢ deA

¢ J25aS g i) Daalail) Ciliaial) aladiind 23 Ja Lig s dnila Jha 8- 6

JTTN ) Sy



- o

Zaalall ALl 108 3aldll

132



o “Waknd| Analer
Pl g9l (o) gladt B Sl Lt ) Ao A p oo Al

133



tpadlall
o b Ol slin 3 5 oshily (e 3 Caatlu s iyl yumall olos aal (o Kl LinslyiSall 203
Joall 28l Zisell 435S Chad V) Asat) (520 5 Aalall 5 Aalal) Clscsgall ) 5 s b Aals 5 YLl
) Janll s (e 5 Jaks (520 i FENT RSN 5 Al 55 5 g cLgileUsd 5 LglSln Lt
skl o Ll sk (se 5 Aol dnalall 3 (35l g SN ABENYT s S 5 Ly DA (e
5B PR e pudieddl X 5 (oY) Gl culal) e 5 IS5 ) @Al Guaall s glgill
5 e Slail (A A8 g agall 5 gl jdgil atag dug KNI A85)Y) Glhlee Juaty cipd)Y) e g Y
Glly s adlall jdle (U daals Gise e Uyga Sl Limd 5 S Ciloslaal) el 5 lslal) g
¢ Oy A ) Uit y3 Liousih ¢lgllac 13 5 Lgiilis )0 dulae el el 2k 3 5,08 Faat) gl o Jandls
s V) SO daadll 5 layil o Laglei€all 5 Cilgall 9 CaadV) Caupad Wt Cum s Juad 5 (g (paliad
Aaa ) plasia) ailsl Uyl Aol Aahall 3 g ¢ lgd ZePU) Clmaydl 5 lgeailas 5 layen 5 g SN
bl DA o L) Ulags Cila ko g i sk Al Algs 3 5 sdle () Aasla b i SN
i) chaalal)l cailgall cculimial) (Aad ) Ak (LaglgiSall (Chadp¥) g SN AesY) ¢ dalita clalsl)
sl

Abstract :

Modern technology is one of the most important signs of the modern era, which has
contributed to the improvement, development and advancement of human life in most fields,
especially in the management and administration of public and private institutions. In the
extent of preservation and improvement of archival workflow.

Through our study, the role of electronic archiving of documents at the Algerian University
and the extent of its development was highlighted in conjunction with the modern
technological development, which greatly affected the administrative functional aspect, as
well as the beneficiaries through the availability and access to the archive thanks to
electronic archiving processes and from it to save time, effort and accuracy in Completion
of work, facilitation of procedures and information security as well as highlighting its role at
the level of Zayan Ashour University in Djelfa as a model, which we note has great
importance in implementing decisions to run the process of managing its documents as
well as its work, We divided our study into three chapters, two theoretical chapters and a
field chapter, where we dealt with the definition of archive, laws and technology and their
impact, and the second chapter is electronic archiving and its role, characteristics and
software necessary for it. At the end of the study, we presented results and suggestions
that we reached through the study.

Keywords :Electronic archiving, archives, technology, archiving systems, platforms,

websites, university, document archiving.



